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ADVANCES IN COMPUTER SCIENCE RESEARCH

THE SET OF FORMULAS OF PrAL*
VALID IN A FINITE STRUCTURE IS UNDECIDABLE

Anna Borowska

Faculty of Computer Science, Bialystok University of Technology, Biatystok, Poland

Abstract: We consider a probabilistic logic of programs. In [6] it is proved that the set
of formulas of the logic PrAL, valid in a finite structure, is decidable with respect to the
diagram of the structure. We add to the language Lp of PrAL a sign |J and a functor 1g.
Next we justify that the set of formulas of extended logic, valid in a finite at least 2-element
structure (for Lj.f) is undecidable.

Keywords: Probabilistic Algorithmic Logic, existential iteration quantifier

1. Introduction

In [6] the Probabilistic Algorithmic Logic PrAL is considered, constructed for ex-
pressing properties of probabilistic algorithms understood as iterative programs with
two probabilistic constructions x := random and either,, ... or ... ro. In order to de-
scribe probabilities of behaviours of programs a sort of variables (interpreted as real
numbers) and symbols +, —, %, 0, 1, < (interpreted in the standard way in the ordered
field of real numbers) was added to the language Lp of PrAL.

In the paper [5] the changes of information which depend on realizations of
probabilistic program was considered. That’s why the language Lp was extended by
adding the sign |J (called the existential iteration quantifier) and the functor lg (for the
one-argument operation of a logarithm with a base 2 interpreted in the real ordered
field). The new language was denoted by L.

The paper [6] contains an effective method of determining probabilities for prob-
abilistic programs interpreted in a finite structure. The effectiveness of the method
leads to the decidability of the set of formulas of Lp, valid in a fixed finite structure
(provided that we have at our disposal a suitable finite part of the diagram of the struc-
ture). Here we shall justify that the set of probabilistic algorithmic formulas of L},
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valid in an arbitrary, finite at least 2-element structure, is undecidable with respect to
its diagram.

We shall start from a presentation of the syntax and the semantics of the language
L;. We use the syntax and the semantics of Lp proposed by W. Danko in [6].

2. Syntax and Semantics of L

A language Lp is an extension of a first-order language L and includes three kinds of
well-formed expressions: terms, formulas and programs. As mentioned above, the al-
phabet of L} contains two additional elements: the arithmetic one-argument functor
lg and the sign |J (the existential iteration quantifier). An interpretation of L} relies
on an interpretation of the first-order language L in a structure 3 (We take into con-
sideration only finite structures. By finite structure we mean a structure with a finite,
at least 2-element set A.) and on the standard interpretation of the language Lg; in the
ordered field of real numbers (cf. [6]).
The alphabet of the language L}, contains

— aset of constants Cp, which consists of a finite subset C = {cy,...,c,} of symbols
for each element of the set A = {ay,...,a,}, a subset Cy; of real constant symbols
and a subset Cy, of logical constant symbols,

— an enumerable set Vp = {V U VgJVp} of variables, where a subset V =
{vo,v1,...} consists of non-arithmetic individual variables, a subset Voz =
{x0,x1,...} contains real variables and a subset Vy = {qo,41, - ..} contains propo-
sitional variables,

— a set of signs of relations ¥p = {¥ Uy}, where the subset ¥ consists of non-
arithmetic predicates and the subset P = { <%, =g} contains arithmetic predi-
cates,

— an enumerable set of functors ®p = {PUPy }, which consists of the subset Dy =
{+, —,*,1g} of symbols for arithmetic operations and the subset ® of symbols for
non-arithmetic operations,

— the set {—,A,V,=,<} of logical connectives,

— the set {if, then, else, fi, while, do, od, either, or, ro, random,’ } of symbols for
program constructions,

— the set {3,V} of symbols for classical quantifiers (for real variables only),

— the existential iteration quantifier |,

I For each probability distribution defined on a set A we generate a different random assignment. We
use a number / to distinguish them.
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— the set {(,)} of auxiliary symbols.

In the language L} we distinguish two kinds of terms (arithmetic and non-
arithmetic), formulas (classical and algorithmic) and programs.

The set of terms Tp = {T U Ty} of L} consists of a subset of non-arithmetic
terms 7T and a subset Ty of arithmetic terms.

Definition 2.1 The set T of non-arithmetic terms is defined as the smallest set of
expressions satisfying the following conditions:

— each constant of C and each variable of V belongs to 7',

— if ¢; € ® (¢; — an nm;-argument functor (n; > 0)) and 7i,...,T, € T then an
expression ;(Ty,..., T, ) belongs to T.

Definition 2.2 The set 73; of arithmetic terms is the smallest set such that:

— each constant of Cy and each real variable of Vi belongs to 7,

—if 1,1, € T then expressions t| +to, t} —to, t] *t, 1g#; belong to T,

—if o is a formula of L then P(a) belongs to Tg. (We read the symbol P as follows
"probability that".)

Definition 2.3 The set Fy of open formulas is the smallest set such that:

- if Ty,...,Tw; € T and y; € ¥ (y; — an mj-argument predicate) then
\|I‘/'(’C1,. .- >ij) € Fop,

—if o, B € Fp then expressions —a, aV 3, a AP, o = B, o < B belong to Fp.

Definition 2.4 The set I1 of all programs is defined as the smallest set of expressions
satisfying the following conditions:

— each expression of the form v := T or v :=random;, where v € V, 1€ T is a
program,

—ify € Fp and M, M, € I1 then expressions M; M,, if y then M, else M, fi, while ¥
do M od, either, M or M; ro (p is a real number) are programs.

We establish that in an expression |JKo (where K is a program) the letter o
denotes a formula which does not contain any iteration quantifiers.

Definition 2.5 The set Fp of all formulas of the language L}, is the smallest extension
of the set Fy such that:

—ift1,1p € Ty then t; =g 1y, t; < 1 belong to Fp,

—if a, B € Fp then the expressions —o, oV 3, a A B, oo = B, o < P belong to Fp,
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—if o € Fp and x € Vi is a free variable in o then 3xo., Vxo belong to Fp,
—if K € ITand o € Fp then K« is a formula of Fp,
—if K € Il and o € Fp then |J Ko belongs to Fp.

A variable x is free in a formula « if x is not bounded by any quantifier.

Let L} be a fixed algorithmic language of the type < {ny }o,cap, {mi}by,cw, >
and let a relational system 3 =< AUR; {03 }o,c0p, {Wi3 }yew, > (Which consists
of the fixed, finite, at least 2-element set A, the set R of real numbers, operations and
relations) be a fixed data structure for L.

We interpret non-arithmetic individual variables of L}, as elements of A. Real
variables are interpreted as elements of the set R of real numbers.

Let’s denote the set of possible valuations w of non-arithmetic variables by W.

Definition 2.6 By the interpretation of a non-aritmetic term t of Lp in the structure
S we mean a function tg : W +— A which is defined recursively.

—1If Tis a variable v € V then vg (w)“ w(v).

—If T is of the form ¢(ty,...,T,), where Ty,...,T, € T and ¢ € ® is an n-argument
functor then ¢(Ty,...,T,)s (W)Y d3(Tig(W), ..., T.g(W)), where Ty5(w), ..., T,g (W)
are defined earlier.

To interpret random assignments (i.e. constructions of the form v :=random;) in
a probabilistic way we assume that there exists a fixed probability distribution defined
on A

pr:A[0,1], Y pi(ai) =1.
i=1

Definition 2.7 (cf. [6]) A pair < S,p >, where p is a set of fixed probability
distributions p; defined on A and 3 is a structure for L}, is called a probabilistic
structure. In this structure we interpret probabilistic programs.

By M we denote the set of all probability distributions defined on the set W of
valuations of non-arithmetic variables such that

wWes 01, Y uw) <1,
wieW

By § we mean the set of all states, i.e. all pairs s =< u,wy >, where u is
a probability distribution of valuations of non-arithmetic variables and wg is a
valuation of real variables of V.
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Definition 2.8 (cf. [6]) A probabilistic program K is interpreted in the structure
< 3,p > as a partial function transforming the set of states into the set of states

K<5’p> 5= S.

Let K(vy,...,vy) represent a fixed program in L};. An arbitrary program K con-
tains only a finite number of non-arithmetic variables. We denote this set of variables
by V ={vi,...,vn}. Since A ={ay,...,a,} is also a finite set, then a set of all possi-
ble valuations of program variables will be also finite. We denote it by {w1,...,w,},
where n = u".

Let’s notice that programs do not operate on variables of Vez. Thus we can inter-
pret an arbitrary program K as partial functions transforming probability distributions

defined on the set of valuations of program variables (cf. [6])
K<37p> M= M.

If u is the input probability distribution of valuations of program variables (input
probability distribution for short) then a realization of a program K leads to a new
output probability distribution ,u/ of valuations of program variables (output proba-
bility distribution for short). A distribution u (,L/) associates with each valuation w of
program variables a corresponding probability of its appearance.

The interpretation of program constructions (used in this paper) can be found in
the Appendix.

An arithmetic term of the form P(a) denotes the probability, that the formula o
of L is satisfied at a distribution u (cf. [6])

[P(a)]s(s) =Y, ewat(w), where W* = {w e W : 3, w = a}.

! ! !/
Let s =< u,wg > be a state and let s =< u,wg > represent the state s =
K<S,p>(s)-
Given below is the interpretation of a formula Ko (ot € Fp and K € IT).

o (s) if K.g oo (s)is defined and s = K_g 5= (s)
K = <3,p> <3.p> <3.p>
( a)<3’p> () { is not defined otherwise

The satisfiability of a formula Ka, where a € Fp and K € I1, is defined in the
following way (cf. [6])
<3,p>,sEKaiff <3,p>,s |= o, where s = K 5o~ (5).

The next definition establishes the meaning of the existential iteration quantifier
(K €11, o € Fp).



Anna Borowska

(UK®) g po ()Y 0D (i) g oo (s).

We can informally express the formula | J Kot in the following way o,V KoV K2aV ...
The satisfiability of a formula | JKo (K € I1, o € Fp) is defined as an infinite
alternative of formulas (K'a) fori € N.

Example 2.10 Now we shall present a formula which contains the iteration quantifier.
Let’s consider the formula : Ko Ko such that

Ko: v :=0;
K: if (vi =0) then v; :=randomj; v, := 0; else v, := 1; fi
o x=Pl;=1Vwr=0)

where Ky and K are programs interpreted in the structure < 3,p > with a 2-element
set A = {0, 1}. For arandom assignment v; :=random; we define the probability dis-
tribution p; = [0.5,0.5]. The set of possible valuations of program variables contains
4 elements: w; = (0,0), wp = (0,1), ws = (1,0), wg = (1,1). We carry out compu-
tations for the input probability distribution u = [0.25,0.25,0.25,0.25]. P(y) denotes
the probability that 7y is satisfied (at a distribution u). Let’s notice, that formula 3
describes the following fact
(x=0)V(x=0.5)V(x=0.5%0.5)V(x=0.5%x05%05)V....

3. The proof of the main lemma

As we have mentioned (it is proved in [6]), the set of probabilistic algorithmic formu-
las of PrAL valid in a finite structure for Lp is decidable with respect to the diagram
of the structure. By the diagram D(3) of the structure 3 we understand the set of
all atomic or negated atomic formulas ¢(c;,,...,c;,) = ¢, (¢ is a functor of L) and
y(ci,...,ci,) (yis a predicate symbol of L), which are valid in 3.

The proof of decidability of PrAL essentially uses the Lemma which reduces the
problem of validity of sentences of Lp to the (decidable) problem of the validity of
sentences of the first-order arithmetic of real numbers. Finally, it appears that the set
of formulas of PrAL, valid in all at most u-element structures for Lp, is decidable.

We shall show that if the language L} contains additionally the sign |J and
the functor lg (for the operation of a logarithm) we can define natural numbers and
operations of addition and multiplication for natural numbers.

Let’s assume that 0.5' abbreviates the expression 0.5 0.5 % ... 0.5,

i times

10
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Lemma 3.1 Let < 3,p > be an arbitrary fixed probabilistic structure (for L) with a
finite set A = {ay,ay,...,a,}, where u > 1. Let Kj and K be as follows

Ko: vi:i=ay;
K: if (vi =a,) then
eitherg s v :==ay; vy :=ay; or vy :=a,_1; vy :=ay; ro
else vi :=aj; vp:=ay; fi

For an arbitrary natural number i > 0, if u = [y, o, ...,4,2] is an input probability
distribution then as a result of realization of program Ko; K’ we obtain the following
output probability distribution

U = KoK’

<5p>(u)=[o,...,o,1—0.5<l’*1>, 0,...,0 ,0.5,0,...,0,0.57.
9 h-f ‘,—‘ N— r—

u—1 times u2—2u—1 times u—1 times

Proof. Let us assume that < 3,p > is a fixed probabilistic structure (for Lj.ﬁ)
with a finite at least 2-element set A = {aj,a,...,a,}. Let’s consider an arbitrary
program Ko; K’ (i € N ). The set of possible valuations of program variables contains
u? elements: wi = (aj,a;), wa = (ar,a), ..., w, = (a1,a,), wur1 = (az,a1),
Wupr = (a2,a2), ..., wou = (a2, ay), ... We_yi1 = (au,a1), we_yio = (ay,a2), ...,
w,e = (ay,a,). We carry out computations for the input probability distribution
U =[ui,u,...,u,.]. The proof of the Lemma 3.1 will proceed by induction on the
length of programs.

(A) The base of induction.

First we shall justify that the realization of the program Ky; K leads to the prob-
ability distribution
# =KoK_gp-(u)=[ 0,...,0 ,0.5,0,...,0,0.5].
~—— ~——
u?—u—1 times u—1 times
We shall determine the necessary probability distributions (cf. the Appendix).

vii=a1]cgps (1) = [+ st + o F a2 F 2+ s Mt
#2u+-'-+nuu27 O,,O]
——

u?—u times

i = au]l<gps> () = [ 0,0 s + pr + oo+ pe b2 + M2 + -+
——

u?—2u times
M2 g2y My 4. A 1,2,0,...,0

u times

11
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Vi = auesps() = [0,...,0 01 + 1 + oo F oy 0+ 2 o F
~——

u2—u times

M2y 255 Hu +:u2u+"'+:uu2]

[VZ = au]<3,p>(.u) = [05"'707/-11 + A+ +;uu)07"')07:uu+1 + Uy + .o+
S~—— S~——

u—1 times u—1 times
H2u, Oa-'-707-"707-~-707#u27u+1 +:uuzfu+2+"'+:uu2]
SN—— SN——
u—1 times u—1 times

Let’s denote the subprogram vy := ay; v, := a,; by Nj.

N1<S.,p>(.u) =[v:= au]<3,p>(["l = au]<3,p><.“)> =
= [ 05 s 70 ’(.ul Rl LT R +;uu2—u+l) + (lu2 + 2+ +:uu2—u+2) ot (luu +

u?—1 times

:u2u+~--+:uu2)] =
:[0,...,0,y1+y2+...—|—yuz]:[0,...,0,1]
~—— ~——

u?—1 times u?—1 times
By N, we denote the subprogram vi := a,_1; v2 1= ay;.

N2<S,p>(ﬂ) == au]<$,p>(["1 = au71]<5,p>(/v‘)) =
=[ 0,0 (g1 o) F (2 g2+ e ) e (et
——

u?—u—1 times

Wyt ... +u,2),0,...,0] =

u times
[ 0,....0 i+t +12,0,....00=[ 0,....0 .1,0,....0
[ —— HiT i Hu H/—J [ —— H/—/]
u?—u—1 times u times u?—u—1 times u times

The subprogram vy := ay; v, := a,; we denote by Ns.

N3<S,p>(.“) =[vy:= au]<8,p>(["1 = al]<3,p>(.“)) =
= [07 50, (:ul My +uuu2—u+l> + (:u2 T2+ +:uu2—u+2) +ot (;uu +
——

u—1 times

M2u+-'~+‘uu2)7 0770]:
——

u?—u times

=10,....,0,u1 +m+...+u2,0,...,0] =[0,...,0,1,0,...,0]
SN—— SN—— SN—— SN——

u—1 times u?—u times u—1 times  y2—y times

Let’s denote the subprogram eithery s Ny or N, ro by E.

E<S,p>(.“) =0.5% (N1<S,p>(ﬂ)) +0.5% <N2<S,p> (u)) =
=0.5%[0,...,0 ,uy +o+. .. +pp2]+0.5%[ 0,...,0 Juy++...+u,2,0,...,0]=
~—— ~—— ~—

u?—1 times u?—u—1 times u times

12
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=[0,....,0 ,0.5%(u+...+,.2),0,...,0,0.5% (1 +... + )] =

u?—u—1 times u—1 times

= 0,...,0 ,05,0,...,0,0.5]
S~—— N——

u?—u—1 times u—1 times

[(Vl = au)?]<3,p>(:u) = [ 07 ce 70 s y2 15 M2y 250 e nuuz}
u?—u times
[_'(Vl = au)?]<57p>(ll'l) = Lll],yz, vty 0,...,0

u times

K<S,p>(ﬂ) = E<S,p>([(vl = au)?] <S,p>(l«l)> +N3<S,p>([_‘(vl = au)?]<3,p>(.“)) =
=1 0,...,0 ,0.5 % (Upe_,y1 + Me_yyr + - + 1,2),0,...,0,0.5 % (upo_, 1 +
~—— ~——

u?—u—1 times u—1 times
M2+ w2) 0,0, (o + . Fpey,), 0,...,0] =
N—— SN——
u—1 times u?—u times
= [0,...,0,(}11 +u A+ +nuuz—u)7 0,...,0 ,0.5 =% (:uuz—u-i-l T M2y Tt
u—1 times u?—2u—1 times
We),0,...,0,0.5% (/Ju2—u+1 +Ue ot —i—,uuz)]
u—1 times
Finally

K<S,p>(KO<S,p>(,U>) = K<S,p>([vl = au]<3,p>(.“)) =
=[0,...,0 ,0.5%((t1 +tyus1+-- - Fupe_yp) W +tp2+. Ao _0)+o F
u?—u—1 times

(b + piou + -+ 1,2)), 0,--.,0,0.5 % (1 + pur + -+ 2 yp1) + (2 + a2 +
——

u—1 times

et e yg) o (et gt )] =
=[] 0,...,0 ;0.5 (uy+m+...+1.2),0,...,0,05% (uj +m2+ ... +u,p)| =
~—— S~——

u?—u—1 times u—1 times

=[0,...,0 ,05,0,...,0,0.5].
SN—— N——

u?—u—1 times u—1 times

(B) The inductive step.

The inductive assumption. For a certain natural number k, if u = [uj, o, ... ,1,2] is an
input probability distribution then as a result of realization of the program Ky; K* we
obtain the following output probability distribution

13
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KoK*< 3,p >(n) =
=1[0,...,0,(1 =0.55 DY s (uy + o4 ... +p2), 0,...,0 ,0.55% (g +mr+ ... +
SN—— SN——

u—1 times u?—2u—1 times
12),0,...,0,0.55% (uy +up+ ... +up)] =
u—1 times
=10,...,0,(1—=0.5%"1) 0,....,0 ,0.5%,0,...,0,0.5/]
~—— ~—— ~——
u—1 times u2—2u—1 times u—1 times

We shall apply the inductive assumption to show that if we take u =
[u1,142,...,1,2] as the input probability distribution then after the execution of the
program Ko; K**! we obtain the following output probability distribution
KOKk+1 (H):[07707(1_05k)*(H1+H2++/Ju2)7 07"'70 9

~—— ~——

<S,p>
u—1 times u?—2u—1 times
0.5 D s (uy + a4 ...+ 1,2),0,...,0,0.56 D s (uy + o+ ...+ p)] =
——
u—1 times
=10,...,0,(1-0.5%), 0,...,0 ,0.5%t1 0,...,0,0.5KFD)]
S~—— —— S~——
u—1 times u2—2u—1 times u—1 times

We can express a composition of programs in the following way (cf. the Ap-
pendix)
KOKi—g{p> (Au) = K<3,p>(KOK£3’p> (/J))

Hence by the inductive assumption
k _ k—1
Kog oo (KoK¥g oo (1)) = Ko5.0(0,-,0, (1= 0.5% D) s (e g2+ 410,

u—1 times

0,...,0 , 0.5 (u+w+...+up),0,...,0,0.5 % (ug +wp+ ... +up)]) =
SN—— SN——

u?—2u—1 times u—1 times

=10,...,0,(1-0.5%"D 4+0.5%), 0,...,0 ,0.5%0.5%0,...,0,0.5%0.5¢ =
u—1 times u2—2u—1 times u—1 times

=10,...,0,(1-0.5%), 0,...,0 ,0.5%t1 0,...,0,0.5kF1)]

which accomplishes the inductive proof.
O

Lemma 3.2 Let < 3,p > be an arbitrary fixed structure (for L) with a finite set
A={ay,as,...,a,}, where u > 1. The set of formulas of PrAL™" valid in < 3,p > is
undecidable.

14
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Proof. Let < 3,p > be an arbitrary fixed structure (for L}) with a finite at least
2-element set A = {ay,...,a,}. Let’s consider the formula B of the form Ky|JKa,
where Ky, K are the programs considered in the Lemma 3.1 and « is as follows

owx=Pvi=ay_1\v2y=ay).

The computations are carried out for the input probability distribution y =
[ur, 42, ...,u,2] and for programs Ky and Ko;K’, where i € N.. Let’s denote
Ko<5,p> (1) by 1. We know that

n= KO<S,p>(:u) = [Vl = au]<3,p>(lu) = [0770 N 7 e o T RS s +:uu2—u+]hu2 +

u?—u times

2+ e 2ot o+ 2]

By the Lemma 3.1 we obtain that for an arbitrary number i > 0

u =KoK o _(u)=10,...,0,(1—0.50-1) 0,...,0 ,0.5,0,...,0,0.5].
~—— S~—— S~——

<Q,p>
u—1 times u2—2u—1 times u—1 times

We recall, that P(vi = a,_1 Avy = a,) =t (W), where wo_, = (ay_1,a,).
We can notice that for i € Ny we have i (w,>_,) = 0.5 and additionally 1(w,2_,) = 0.
Therefore the formula B: Ky|J Ko describes the following fact

(x=0)V(x=0.5)Vx=0.25V(x=0.125)V...V(x=0.5)V...

Let’s notice, that we can define an arbitrary natural number & in the following
way. Let k be a real number

Nk)iff < 3,p > = (k=0VIx((k = —lgx) AKoUKa)).

Since the natural numbers were generated among real numbers and operations of
addition and multiplication exist in the structure R =< R;+, —,*,0,1, <>, we can
define these operations for constructed natural numbers. For arbitrary xg, x1, x»

Xo+X1 = X3 iff<3,p > ):N()C())/\N(X])/\XQ = Xxp +Xx1,
Xox x1 =x iff <3.p > = N(xo) AN(x1) Axp = xo*x.

Since Th(< N;+,%,0,1 >) is undecidable (cf. [2,11,7]), the set of formulas of
considered algorithmic logic, valid in a fixed, finite at least 2-element structure (for

L}) is also undecidable.
O
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4.

Appendix (cf. [6])

By the interpretation of a program K of L} in the structure < 3,p > we mean a
function K_g o~ : M — M which is defined recursively.

— If K is an assignment instruction of the form v, :=t (forv, € V,r=1,...,h and

16

T € T) then

[vr 1= T g po () = 4 where

u (wj) = Ypewnpu(w) for j=1,...,n and

Wt = {W eW :w(v,) =13(Win) /\VVEV\{V,} w(y) = Win(v)}'
wi, denotes an input valuation of program variables.

If K is a random assignment of the form v, :=random; (forv, € V,r=1,...,h
and p; being a probability distribution defined on A) then

[v, :=randomy] g ;- (u) = u, where

# (wj) = pi(w;(vr)) * Lwewrp(w) and

W= {weW :V,ep\(y,y w(v) = win(v)}.

We interpret the program while —y do v := v od (for v € V and v € Fp) in the
following way
[Y?]<3.p>(u) = [while =ydo v :=ved] 5, (1) = u, where
vy Ju(wi) forwi =w; A 3w =Y
wwj) = {O otherwise
We denote this program construction by [y?].

If K is a composition of programs My, Ma and Mg o~ (1), Mp3 o~ (u) are de-
fined then

[My; M2]<S,p>(lv’) = M2<S,p>(M1<S,p>(;U))-

If K is a branching between the two programs My, My and M;_g ;- (u),
My 3 5~ (u) are defined then
[if v then M else M fi] 5 o~ (1) =

=M 5> (V<505 W) + Mg o= ([7V?] <305 (1))

If K is a probabilistic branching, p € R,0 < p < 1 and Mg 5~ (1), Mp3 p~ (1)
are defined then

[eitherp M, or M, r0]<S,p> (u)=p * M3 o> (u)+(1—p) kMo 3 o (u).



The set of probabilistic algorithmic formulas of PrAL™ valid in a finite structure is undecidable
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ZBIOR FORMUL LOGIKI PrAL*
PRAWDZIWYCH W SKONCZONEJ STRUKTURZE
JEST NIEROZSTRZYGALNY

Streszczenie Rozwazamy probabilistyczna logike algorytmiczna. W pracy [6] znajduje si¢
uzasadnienie, ze zbidr formut logiki PrAL, prawdziwych w skoriczonej strukturze, jest roz-
strzygalny ze wzgledu na diagram struktury. Dodajemy do jezyka Lp logiki PrAL znak |J
i funktor lg. Nastepnie uzasadniamy, ze zbiér formut rozszerzonej logiki, prawdziwych w
skoriczonej co najmniej 2-elementowe;j strukturze (dla L?;), nie jest juz rozstrzygalny.

Stowa kluczowe: probabilistyczna logika algorytmiczna, egzystencjalny kwantyfikator
iteracji
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THE CRYPTANALYSIS OF THE ENIGMA CIPHER

Anna Borowska

Faculty of Computer Science, Bialystok University of Technology, Biatystok, Poland

Abstract: In this paper we study cryptanalysis of the military Enigma machine which was
used by the German Army during the Second World War. We are interested in the prob-
lem of decoding secret messages transmitted after 15 September 1938. We give a complete
algorithm which can be used to: generate the ring settings, guess what kinds of drums are
chosen and determine the order of the drums on a shared shaft. The proposed algorithm is
an optimization of the Zygalski’s sheets method. Before we present it, we will describe the
mystery which is hidden in the sheets (author’s observations). In order to read the encrypted
messages we need the plugboard settings. Connections of the plugboard influence neither
Zygalski’s method (which is a well-known fact) nor the presented algorithm. The missing
(original) algorithm solving the problem of the plugboard along with an algebraic description
will appear very soon.

Keywords: Zygalski’s sheets method, Enigma machine, ring settings, message settings

1. Introduction

The military Enigma machine was a portable electro-mechanical rotor encrypting ma-
chine used during the Second World War mainly by the German military and govern-
ment services. The first intercepted German text, encrypted by using the Enigma, was
broken by M. Rejewski in 1932. Since then the Polish cryptologists (M. Rejewski,
J. Rozycki and H. Zygalski) systematically worked on: decoding ciphers, constantly
modified manners of generating secret messages and modernized constructions of
Enigma machines.

The algorithm presented below can be used to decode messages transmitted after
15 September 1938. That day the Germans withdrew the initial drum settings from
tables of daily key settings. We assume (according to a knowledge of that time) that
we know connections of all kinds of drums.

The algorithm relies on Zygalski’s sheets. We propose an implementation of
this method in cpp language. But we stress the point that no source (mainly historical

Advances in Computer Science Research, vol. 10, pp. 19-38, 2013.

19



Anna Borowska

sources) describes this method precisely. Historians make a lot of mistakes and they
do not describe all the elements of this method. In this case accuracy is essential.
Therefore, the given algorithm is a result of many tests in order to get the initial ring
settings. The cryptologists might have done it in a different way during World War II.

The proposed algorithm was assembled on the basis of different facts which had
been found in literature. These facts were completed with author’s observations and
ideas. The facts that are described clearly in literature are denoted in this paper by
(|;11))- The other facts are presented in various ways in different books. To get the total
algorithm we tested different possibilities and we chose the ones, which give a proper
result. We denoted this ambiguously described information by (|(,)). We also used the
facts which are described very vaguely in literature (non-concrete facts) and we had
to complete them with our ideas (these ideas are denoted by ( \[3,]). Historians do not
describe all the elements of the Zygalski’s method. Thus, some facts are presented
in this paper as author’s observations. These facts and the author’s own ideas are
denoted by (|(41)).

We optimize the Zygalski’s method. We browse fields which represent permu-
tations on a first sheet only, more precisely, on its specified fragment. The fields
which represent permutations with 1-cycles are remembered in a list. Next they are
processed until the program returns a proper result. In section 7.6 we propose an ad-
ditional improvement concerning fields which lie in an interfered area. We suppose,
these fields gave the cryptologists a hard time when they were guessing the initial
ring settings.

The Germans used different kinds of Enigma machines (also commercial), mod-
ified their constructions and changed the manner of generating secret messages.
Therefore we describe the construction and the parameters of the machine for which
we do cryptanalysis. We are interested in the M3 Enigma machine. Sections 2, 3 and
4 make up a brief survey of information taken from publications [4], [8], [5], [3], [6].
In section 5 we give some facts about 1-cycles which are essential to understand a
presented method. Section 6 contains a description of sheets (author’s observations).
We received these observations with the help of a lot of tests. In section 7 we give an
actual algorithm. By means of this algorithm we can generate the initial ring settings
and guess the order of drums on the basis of a given set of messages intercepted after
15 September 1938.

A lot of facts which we present here must have been known by cryptologists
during World War II. Since they did not disclose them, we had to study the secret of
the Enigma machine from the beginning.
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2. The construction of the military Enigma machine

The M3 Enigma machine is a combination of electrical and mechanical subsystems.
This machine consists of an alphabetical 26-letter keyboard, a lampboard (set of 26
lights), a set of three rotating, encrypting disks (called drums) placed on a shared
shaft, two fixed wheels: an entry wheel and a reflector, a plugboard, a battery, and a
turning mechanism (used to turn one, two or three drums after pressing any key).

Figure 1 shows a simplified diagram of how the Enigma works. Pressing any key
(e.g. the key E) causes the closure of an electric circuit. Then current flows through
the various components in the present configuration of the circuit. It starts from the
battery (3) and flows through a connection under the pressed key (2) to the plugboard
(1). Next, it flows through the entry wheel (E), via three drums (R, M and L) to the
reflector (B). The reflector inverts the signal (but using an entirely different route).
From the reflector the current passes through drums L, M and R to the entry wheel
(E), to the plugboard (1) and finally to an appropriate lamp (4) (which represents a
letter different from E), causing it to light up (cf. [5], p.236).

Fig. 1. I. The diagram presents how the military Enigma machine works (a hypothetical electric
circuit). (1) the plugboard, (2) the keyboard, (3) the battery, (4) the lampboard, (5) disks: three drums
(L, M, R), the entry wheel (E) and the reflector (B) (cf. [9]).

II. Assembled set of disks (three movable drums between the entry wheel and the reflector) (cf. [9]).

Each drum is in the shape of a wheel. Inside the drum there is a disk (called a
rotor). On one side of each rotor there are 26 brass spring pins (arranged in a circle
near the edge of the rotor). On the other side there is a corresponding number of flat
electrical contacts. 26 contacts (and 26 pins), on either side, represent 26 letters of
the alphabet. Each rotor hides 26 insulated wires. The wires connect the pins on one
side to the contacts on the other in an established manner (different for various kinds
of drums) (cf. [6], [4]). Since the drums are mounted side-by-side on the shaft, the
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pins of one drum touch the contacts of the neighbouring one, forming 26 fragments
of an electrical circuit (cf. [6]). Each drum has a metal rotating ring applied to the
rotor. Engraved numbers (on this ring) correspond to the 26 letters of the alphabet. On
the edge of the rotor there is one distinguished place. The letter on the ring which is
engraved opposite this position is treated as the ring setting (cf. [4]). Individual kinds
of cipher drums differ not only by connections of pins and contacts but also by the
so-called turnover positions. The turnover positions of five kinds of drums (denoted
by L, II, IIL, IV, V) used by the German Land Forces and Air Force were as follows I
-Q,II-g, I-v,IV-3,V -2 (cf. [4]).

Pressing any key of the Enigma causes one, two or three cipher drums to turn
one twenty-sixth of a full rotation (before the electrical circuit closes). Thus the signal
path changes constantly. More precisely, after pressing the key the right drum turns
1/26 of a full rotation. When this drum reaches the turnover position the middle
drum turns 1/26 of a full rotation, too. When the second drum reaches the turnover
position, the left drum turns 1/26 of a full rotation (cf. [3], [6]). In this way each
letter is coded with the drums in different positions.

The position of each movable drum is characterized by a number (engraved on a
ring) which we can see through a window in the lid of the machine. The rotor position
is described as the difference between the ring setting and the position of the drum.

Connections of the entry wheel in the military Enigma are represented by the
identity permutation (cf. [4]). The reflector (reversal drum) connects the outputs of
the last rotor into pairs, redirecting the current back through the drums using a differ-
ent path. The reflector does not move (cf. [6]).

The plugboard contains 26 plugs and sockets (one pair for each letter of the
alphabet). If the operator connects, by means of a cable, a plug of one pair with
a socket of the second one (and inversely), then two letters are swapped both before
and after the signal flows through the rotors. If a plug and a socket of a given letter are
not connected with a cable to a plug and a secket of another letter, they are internally
connected with each other (cf. [3], [4]).

In order to decode a text encrypted with the Enigma, the receiver had to set up
his Enigma in the same way as the sender set up his during ciphering. The Enigma
machine’s initial settings were delivered to each military unit which used the Enigma,
in the form of tables of the daily key settings. Daily key settings (until 15 September
1938) consisted of the wheel order (i.e. the choice of drums and the order in which
they were fitted), the ring settings, plug connections (i.e. connections of the plugs in
the plugboard) and initial positions of the drums (cf. [3]). [Since 15 September 1938
the Germans, neither changed nor added anything to the machine, but changed the
manner of announcing message settings. Starting with this date, the operator was

22



The cryptanalysis of the Enigma cipher

forced to choose his own arbitrary three letters, which he placed in the headline of
the message without ciphering (these letters played a role of the initial positions of
the drums). Next, he set the drums to these letters and chose three other letters as the
message settings. These letters, as before, after two-time coding, were placed at the
beginning of the message, and then the drums were set to the message settings and
the actual ciphering of the message began.] (cf. [8]).

3. Mathematical analysis

Let P = {A, B, C,..., Z} be a set of possible plaintexts, and let C = P be a set
of possible ciphertexts. The military Enigma machine codes text T by using a
poly-alphabetic substitution cipher. Each letter p € P of the message is transformed
according to the following permutation (cf. [8])

A=SH(Q'RQ™*)(@’MQ)(Q'LQ™B(Q'L'Q™)(@'M'Q ™) (QR'Q)H's™!
(1)
S —is a permutation describing the plugboard transformation,
B —is a permutation describing the reflector transformation, (B = B~ 1),
L, M, R — are permutations describing transformations of the three cipher drums,
H —is a transformation of the entry wheel (H is an identity permutation),
Q —is a cyclic permutation mapping A to B, Bto C to D, ..., Z to A,
X, y, z — are the positions of rotors before pressing any key (values from set IP =
{0,1,...,25}),
(n(o ) n(8))%26  for the left rotor,
(n(B) —n(e))%26  for the middle rotor,
(n(y) —n())%26  for the right rotor (cf. [4]),
, B, Y- positions of drums (left, middle, right) before pressing any key (c., B,y €P)
, €, { — positions of rings (left, middle and right) (values from set P)
n(a) — the number of a letter o (value from set IP)
The Enigma codes the first 6 letters (meaning the double coded message
settings) using the following permutations (cf. [8])

Q & e =
I

=2

A=SH(Q*"'RQ~CTVQ*MQ ™ Q*LQ)B(Q*L' Q* @M~ Q7 Q"' R1 Q-+ )H 157!
B:SH(QZ+2RQ7(Z+2)QyMnyQXLQ )B(QXL IQ M~ IQ yQZ+2R IQ (Z+2)) —-1g-1
C:SH(QZ+3RQ—(z+3)QyMQ—nyLQ—x)B(QxL lQ nyM—lQ sz+3R lQ (z+3)) H-lg-1
D:SH(QZ+4RQ7(Z+4)Q}7MQ YOLO™ )B(QXL IQ XYM~ IQ ,VQZ+4R IQ (Z+4)) —lg-1
E:SH(QZnLSRQf(erS)QyMQ YOLO™ )B(QXL lQ M~ IQ sz+5R 1Q (z+5)) H-1g-1
F:SH(QZ+6RQ—(Z+6)QyMQ—)QxLQ ) (QXL IQ—nyM—lQ yQZ—O-6R IQ (z+6)) —lg-1

We calculate a product AD in the same way as M. Rejewski in [8].
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4. Cryptanalysis (Zygalski’s sheets)

Zygalski’s sheets were a cryptologic technique used to decrypt messages ciphered on
the German Enigma machines after 15 September 1938. This method was applied
in order to guess which (three out of five) drums were put on the shaft, to calculate
the order of the drums and to determine the ring settings (cf. [5]). Three three-letter
fragments of the message were used for analysis, i.e. initial positions of the drums
and double ciphered message settings (cf. [6]).

(1) zxv ZBB GIL  (2)AFV AFB LFF  (3)FUA RUF CHJ  (4)QDV IXU WQH

Cryptologists took advantage of the fact that identical letters on positions one
and four (or two and five or three and six) in the double ciphered message settings
mean that a permutation AD, (or BE or CF) contains 1-cycles (named females). They
created a catalogue of all products AD (BE, CF) in which 1-cycles appear. Next they
compared these products with products (containing 1-cycles) which were generated
for initial drum positions of messages eavesdropped the same day (cf. [6]).

For each possible order' of drums they made a set of 3 x 26 sheets (one sheet
for each letter of the alphabet, for each product AD, BE, CF) (cf. [5]). Each sheet
contained a square divided into 51 x 51 small fields. On the top (and on the bot-
tom) of the square the letters A—Z, A —Y were written down. These letters meant
possible positions of the middle drum (cf. [4] |[2!])' Similarly the sides of the square
were described. These letters meant possible positions of the right drum (cf. [4] |[2!])'
Each field [c][r] of the square represented a product AD (BE or CF). If the product
contained 1-cycles, the field was perforated. [When the sheets were superposed and
moved in the proper sequence and the proper manner with respect to each other, in
accordance with a strictly defined program, the number of visible apertures gradually
decreased. And, if a sufficient quantity of data was available, then finally remained
a single aperture, probably corresponding to the right case, that is, to the solution.
... From the position of the aperture one could calculate the order of the drums and
the setting of their rings] (cf. [8]).

5. 1-cycles

Let us assume that we have at our disposal the following set of messages eaves-
dropped during the same day (i.e. received for the same daily key settings).
(1) IHE BHX BZR  (2) ZHH OAR OGI (3) 2DU UxM JXS (4) EDL PCW 7MW

I At the beginning Germans applied 3 kinds of drums. We have 3 2 x 1 = 6 ordered sequences of 3
distinct elements of the set D = {I, II, III}. Then they added two extra kinds of drums and a number
of orders increased to 5 x4 %3 = 60 (cf. [5]).
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We can obtain each of the permutations A, B, C, D, E, F (with which the three-
letter message settings are double ciphered) in the following way. We set up our
Enigma machine in an identical way as the coder set his machine up during cipher-
ing. Next we press in order all the letters of the alphabet without using the turning
mechanism (cf. [6]). In case of the message (1) we receive

ABCDEFGHIJKLMNOPQRSTUVWXYZ
A BAHULWRCYNZEOJMTVGXPDQFSIK
D: BAWXUQVOKPITZYHJFSRLEGCDNM
AD:ABOETCSWNYMUHPZLGVDJXFQRKTI

Permutations A, D consist of 13 transpositions. On the base of the double ci-
phered message settings BHX BZR we can conclude that both A and D permutations
contain a transposition (x,B), where x is a ciphered letter (different from B). In the
case of the message (1) that is the transposition (2,B). Therefore the product AD as-
signs the letter B to the letter B and the letter A to the letter A. Thus there are females
(1-cycles) in the permutation AD. Let us write down the permutation AD as a product
of disjoint cycles
AD: (2)(B)(COZINPLUXRVF ) (DETJYKMHWQGS )

We can see that the first letter of the message settings was the letter A. For the message
(3) we calculate the product BE, because the repeated letter X occurs on the positions
two and five. Below we present the permutation BE as a product of disjoint cycles
BE: (AGPQWUT )(BNK )(CJI )(DFESROL )(HY)(M)(VZ)(X)

We can guess that the second letter of the message settings was the letter M.

6. The sheets (author’s observations)

Observations presented below we received for real connections of both drums and
plugboard, which were used by Wehrmacht. Given examples were executed for
drums: L =1, M =1I, R =11, for the reflector B=UKW B and for the plugboard con-
nections: S = (2,6)(C,F)(X,0)(L,Y)(R,W)(S,Z). But one can generalize obtained facts.
The sheets were generated for the products AD, but we shall show that one can ob-
serve similar results for permutations BE and CF (author’s observations). Let us fix,
that we shall treat the letters A, B, ..., Z of the Latin alphabet as the numbers from the
set IP={0,1,...,25}.

The output contacts of cipher drums I, II, and III: (cf. [4])
I: EKMFLGDQVZNTOWYHXUSPAIBRCUJ
II. AJDKSIRUXBLHWTMCOQGZNPYFVOE
III: BDFHJLCPRTXVZNYEIWGAKMUSQO

The turnover positions for selected drums: - Q, I - E, III - v (cf. [4])
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The reflector connections (cf. [4]):

UKW B: (2Y)(BR)(CU)(DH)(EQ)(FS)(GL)(IP)(JX)(KN)(MO)(TZ ) (VW)

In order to present the mystery hidden in the sheets, we represent them by
means of two-dimensional matrices. We number them horizontally and vertically
from 0 to 25 (for simplification). In each of the 60 sets (we can place 5 drums on 3
positions in 60 = 5 x4 % 3 manners) there are 26 sheets (one sheet for each letter). Let
us denote by [s][c][r] a square field [c][r] on a sheet number s, where ¢ is a number
of a column and r is a number of a row (lj2;)). The value s represents a number (or
a letter) on the left drum, ¢ is a number (or a letter) on the middle drum and r - a
number (or a letter) on the right drum. Each field on any sheet corresponds to a
product of permutations A and D and is coloured in black (for permutation AD with
1-cycles) or white (for permutation AD without females).

Example 6.1 Let us assume that we have the ring settings BBB. The field [B][A][2]
represents a product AD for the drum settings BAA . This field is coloured in white,
because a permutation AD does not contain any females. However, the field [B][B][2]
represents a product AD for the drum settings BBA and it is coloured in black because
AD contains 1-cycles.

AD: (ABZLONIUHXY )(CEKEDPTGWIV )(MR)(0S) (for the drum settings BAA )
AD: (AZBFDNMXR )(CHG )(EYPILWOKJ )(Q)(STU)(V)  (for the drum settings BBA)

A[s]c]o[E[FlG Rl [I[r[E[m][N][o]~F R[s[r]u[V]w][x][¥][Z

EECREEEEEEEE

uuuuu Y|z |®

Fig. 2. The sheet B for the ring settings BBB.

Let us fix the meanings of the two phrases. By the initial ring settings (in short:
IRS) we understand these ring settings for which the set of messages was ciphered.
By the starting ring settings (in short: SRS) we define these ring settings (|(3) for
which we do calculations in order to obtain the initial ring settings.

The tests confirmed that it does not matter what set of sheets (i.e. for what SRS)
we use to determine the initial ring settings (|;3,)). In each set there are sheets which
contain identical (with some exceptions defined below) appropriately moved repre-
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sentations of permutations AD with females (|[4g]). For instance the sheet B from the
set for SRS = BBB corresponds to the sheet A from the set for SRS = A2A .

Figure 3 shows that if we move the sheet A down one row and one column to
the right then we obtain the sheet B. The discrepancies on each sheet (marked with
grey colour) are caused by the turnover position (in short #p) of a right drum (][4!]).
Since the order of drums was the same the whole day, the discrepancies on each sheet
appeared in the same rows (i.e. in (r — i)-th rows, where i = 0, 1,2,3, tpgr = r denotes
a turnover position of the right drum) (| 41))- Because for the drum Il 7p =V, so in the
picture 3 we can see discrepancies in the rows V—{0,1,2,3}.

Flg 3. The sheets A and B for SRS = 2AAA and SRS = BBB (appropriately).

Below we give three methods of the Sheets class. Let x be any sheet (from the
set for SRS = X1 X»X3). The method compareSh()  determines a sheet y (from the set
for SRS = Y,Y»Y3) which corresponds to x (cf. lines 13 — 15). We used the following
formulas

y = (x+Y] — X1)%?26 — the sheet (from the set for SRS = Y;Y,Y3) which corres-

ponds to the sheet x (from the set for SRS = X;X,X3) (| [41)>

c=(Xp—Y2)%26 — it is necessary to move the sheet y to the right by ¢
columns relative to the sheet x (| 1)
r= (X3 —Y3)%26 — it is necessary to move the sheet y down by r rows

relative to the sheet x (|(41)).

The method compareSh() additionally checks (for confirmation) that fields
with females agree (after suitable shift) on both sheets. This method omits the
fields from the interfered areas. Checking that the field [j][i] on a sheet x or y (a
sheet y is moved right ¢ columns and down r rows relative to a sheet x) is in the
interfered area takes place in lines (20 — 22). The method pushSh() generates
a string "(3,1)" for a product AD with 1-cycles and an empty string "" for a
product without females. The method ITC() exchanges a number from the set
IP = {0,1,...,25} for a suitable letter. The method CTI() does an opposite
operation. HE is an object of the Enigma class. By tpR we signify the turnover
position for the right drum. moveD () shifts drum settings dr for k presses of keys.
createhorD()  generates a permutation A (cf. the formula (1), section 3) for the
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ring settings SRS = rs and for the drum settings dr. If a permutation AD contains
any females the method Fem() returns true. codeletter() ciphers a letter de-
scribed by a first parameter for the rotor settings determined by three next parameters.

String Sheets::pushSh(String rs, char x, int i, int j){

Perm *Al, *D1, *AD;

String dr="", s="", crr="";

crr=IntToStr (j)+", "+IntToStr (i);

dr=x; dr+=ITC(j%26); dr+=ITC(1%26);

= createborD (rs, HE->moveD (dr, 1)) ;

= createborD (rs, HE—>moveD (dr, 4) ) ;

AD = Al->Prod(D1);

9) 1if (AD->Fem()) {PF.push back (crr); s="("+crr+")";}

10) delete Al; delete D1; delete AD;

11) return s;}

/]

(12) bool Sheets::compareSh(String rsl, String rs2, char x){
(13) char y = ITC((26+CTI (x)+CTI(rs2[1])-CTI(rs1[1]))%26);
(14) int ¢ = (26+CTI(rsl1[2])-CTI(rs2[2]))%26;
(15) int r = (26+CTI(rs1[3])-CTI(rs2[3]))%26;
(16) cout « rsl « "," «rs2 « "," « x «"," « «"," « IntToStr(c) « "," «IntToStr(r);
(17) String s1="", s2=""; bool b=true, bl, b2;
(18) for(int i=0; 1<=25; i++)
(19) for(int j=0; j<=25; J++){
(

(

(

(

(

(

(

o =
[ =
I

(1
(2)
(3
(4
(3
(6)
7
(8
(

(

(

20) bl=cM(i,r,0) | |cM(1,r,1) | |cM(i,r,2) | IcM(i, 1, 3);
21) b2=cM(1,0,0) | |cM(i,0,1) [ |cM(1,0,2) | [cM(4,0,3);
22) if (! (b1][b2)){
23) sl=pushSh(rsl, x, (26+i+r) %26, (26+7+c) $26);
24) s2=pushSh(rs2,y,1,73);
25) 1f ((sI==""&&s2!="") || (s1!=""&&s2=""))b=false; }}
26) return b;}
[/

27) Perm* Sheets::createRorD (String rs, String dr) {

28) HE->setEnigma(rs,dr);

29) char* A = new char[27]; A[0]=26;

30) for(int i=1; i<=26; i++)({

31)  A[i]=HE->codeletter (pH[i],HE->Rt[1],HE->Rt[2],HE->Rt[3]);}
32) return new Perm(A);}

/—

33) String Enigma::moveD(String dr, int k){

34) String DR = dr, DRH="";

35) for(int i=1; i<=k; i++){DRH=DR;

36) DR[3]=ITC((CTI(DR[3])+1)%26);

37) if (DRH[3]==tpR) {

38) DR[2]=ITC((CTI(DR[2])+1)%26);

39) 1if (DRH[2]==tpM)DR[1]=ITC((CTI (DR[1])+1)%26);}}
39) return DR;}

(
(
(
(
(
(

Example 6.2 Below we present a more complicated example. Let X1 X, X3 = 7AE,
Y1Y,Y; = CIW, x = A. For the products AD the algorithm determined the following
values y =D, ¢ = 18, r = 8. It means that the sheet D (for SRS = CIW) is moved right
18 columns and down 8 rows relative to the sheet A (for SRS = 72E ) (cf. Fig. 4).
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1
slrlv]v]w[x]|v [z [Alelclple|rlola|r|o|x|ulm[w]|olplolr][s[rlulv]w|[x[v]z[D

Fig. 4. The sheet A (for SRS = ZAE) and the sheet D (for SRS = CIW).

The author observed that in the case of the products BE and CF the discrep-
ancies on sheets (caused by the turnover position of the right drum) take place in
(r —i)-th rows, where i = 0,1,2,3,4 (for the products BE) and i = 0,1,2,3,4,5 (for
the products CF) (| i411)- We can observe this fact in Figures 5, 6.

Example 6.3 Let X X,X3 = 72, Y Y>Y3 = CIW, x = A.

EEEEEEEER

FEEREEE

Fig. 6. For the products CF the algorithm determined the following values y =D, ¢ =18, r =8.

7. The cryptanalysis (the optimized algorithm)

The algorithm presented below relies on the Zygalski’s sheets method.
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7.1 Initial activities

A cryptologist chooses 3 out of 5 drums and places them on the shaft in a selected
order. We used the drums L = I, M = II, R = III for obtaining results presented in
this paper. Next he establishes his own ring settings (Ij2;)), for example SRS = ArA.
He eliminates messages in which initial positions of the drums cause a shift of the
middle drum (I2;)) and he loads to the list M maximum 267 messages (i.e. 3 three-
letter groups: the initial drum settings and double ciphered message settings). It is
not necessary to load them in alphabetical order. It is possible to use several messages
with the same first letter in the initial drum settings (| [41))- We do not need to analyse
all 26 messages. We usually get a result after calculations for 10 — 20 messages.

7.2 The manner of moving the sheets (optimization - author’s ideas)

The manner of moving the sheets given in literature (mainly by historians) is not
precise enough. Moreover, we can find several different versions for this operation.
Thus, we are not sure if the algorithm presented below does calculations in the exact
same way as the cryptologists did it during World War II. We obtained the manner as
a result of many checks of different hints which we had found.

Table 1. The set I (messages which we used in experiments)

(0) ABH YHJ YEU
(1) BJW ESX EQV
(2) CDA INZ 1BJ
(3) DBD YSM YKG
(4) EEE DNQ DDK
(5) FEC WMU WLZ

(6) GBH QAC QIS
(7) HBE VNS VSZ
(8) IHE BHX BZR
(9) JIA LFK 1QI
(10) KFF HCM HZS
(11) LIC UBL UUW

(12) MDH XLI XQI
(13) NCF HKE HUL
(14) OFE RFI RVG
(15) PEE UTI UZN
(16) QHC DRH DOL
(17) RGA VWP VFL

(18) SDH UDK UTO
(19) TOD QHQ QYN
(20) UIT RUN RHA
(21) VAH MWL AIR
(22) WCF OFG OFV
(23) XID DON DCP

(24) YHB UPH UPN
(25) zHH DMH DIM

First we choose a sheet for a message (0). Let Z be this sheet. Next we put the sheet A
(this sheet corresponds to the message (1)) on the sheet z. We move the sheet A right
¢ columns and down r rows relative to the sheet z, where (cf. [6] \[2!])

¢ = (B—J)%26 =25, r=(H—W)%26 = 24.

Next we move remaining sheets relative to the sheet (0) in an analogous manner,
i.e., according to the following formulas (|[;))

= D\ — D926
r= DY — D" %26

I D](‘? - a setting of a drum M for a message (i),

/! Dg) - a setting of a drum R for a message (i).

2 The value 26 was established for the sake of historical facts. In every set, during World War II, there
was only one sheet for each letter. The program will accept any number of messages.
3 Cryptologists were not able to do it because they had only one sheet for each letter in each set.
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Fig. 7. The manner of moving the sheets.

In the above picture each sheet is signified by means of the first letter of the ini-
tial drum settings. We cannot see any of them because they are under other sheets.
The rectangle coloured in black shows the area which is common for all used sheets.
Within this rectangle we look for the representations of permutations AD with fe-
males. We are not interested in the remaining fragments of the sheets, that is we
do not do any calculations for fields outside the rectangle (|j4)). We avoid the time-
consuming calculations. The optimization of Zygalski’s method relies on this idea.
The method rectangle() of the Sheets class determines an area of a rectangle and
writes down a result in the table Rec[] as follows. Rec[1] - the first column, Rec[2]

- the last column, Rec[3] - the first row, Rec[4] - the last row. String s1 is a field of
an object of the Message class and represents the initial drum settings of a message
(for the message (0) s1 = ABH).

void Sheets::rectangle () {

Rec = new int[5];

int maxc=0, maxr=0, mc=0, mr=0;

for (unsigned int i=1; iM.size(); i++){
me= (26+CTI (M[0]->s1[2])-CTI (M[1]->s1[2]))%26;
mr=(26+CTI (M[0]->s1[3])-CTI (M[1]->s1[3]))%26;
maxc= (MC>maxc) ?mc:maxc;
maxr= (Mr>maxr) ?mr :maxr; }

Rec[l]=maxc; Rec[2]=50; Rec[3]=maxr; Rec[4]=50;}

W 0 oy U B W N

For messages from the set I the above algorithm determined the following rect-
angle Rec[1]=25 , Rec[2]=50 , Rec[3]=25 , Rec[4]=50

7.3 Determining products AD with 1-cycles (optimization - author’s ideas)

Another optimization of Zygalski’s method realizes the following idea. We check
whether products AD contain 1-cycles or not only for permutations AD whose repre-
sentations are within the determined rectangle and only for a message (0) (| [4!]).
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In the method createSh() we assign a sheet x to a message (0). Next we de-
termine a product AD for each field [x][/][i] which is situated in the rectangle. If AD
contains 1-cycles, we place a pair " (j,1)" at the end of the list PF' (look: the method
pushSh() , section 6). Next (in the method updateSh() ) we analyse remaining mes-
sages as follows. Let M[i] be a current message. We take from the list PF in turn
each pair "(c,r)" (pairs "(c,r)" represent products AD with 1-cycles on a sheet
(0)). And we check whether a field [(c + Dl(\fl) - D](S))%26] [(r+ Dg) — Dg)))%26] (on
a sheet (7)), which covers a field [x][c][r] (on a sheet (0)), also represents a product
AD with 1-cycles. If this AD contains females, a pair " (c,r)" remains in the list PF,
otherwise we remove it from PF .

If at the beginning we assigned a correct sheet to a message (0), then after
analysing all the sheets, the list PF is empty or contains several fields. If the list is
empty, it means we used improper drums or an order of drums is wrong. If the list PF
contains several pairs, then these pairs usually represent the same product AD, that is
we can obtain pairs (a,b), (a+26,b), (a,b+26), (a+26,b+26).

( 1) void Sheets::updateSh (char* sh) {

( 2) String crr="", dr="", s=""; char x;

(3) int ¢, r, cl, c2, hlp, pf; Perm *Al, *D1, *AD;

( 4) for(unsigned int i=1; iM.size(); i++){

(5 x = sh[i]; s="SHEET "; s+=x;

(6) pf=PF.size();

(7N for (int 3=0; Jj<pf; J++){

(8) crr=PF[0]; PF.erase(&PF[0]);

(9 hlp = crr.Pos(’,");

(10) ¢ = StrTolInt (crr.SubString(1,hlp-1));

(11) r = StrToInt (crr.SubString (hlptl,crr.Length()-1));
(12) cl = (26+c+CTI (M[1]->s1[2])-CTI (M[0]->s1[2]))%26;
(13) rl = (26+r+CTI (M[1]->s1[3])-CTI (M[0]->s1[3]))%26;
(14) dr=x; dr+=ITC(cl); dr+=ITC(rl);

(15) Al = createPorD (HE->Rs, HE->moveD (dr, 1)) ;

(16) D1 = createAorD (HE->Rs, HE->moveD (dr, 4) ) ;

(17) AD = Al->Prod(Dl1);

(18) if (AD->Fem()) {PF.push_back (crr); s+="("+crr+")";}
(19) delete Al; delete D1; delete AD;}

(20) cout « s;}

(21) PF.clear();}

/)=

22) void Sheets::createSh(char x){

23) String s="SHEET "; st+=x;

24) for(int i=Rec[3]; i<=Rec[4]; it++)
25)  for(int j=Rec[l]; j<=Rec[2]; j++)
26) s+=pushSh (HE->Rs, %, 1, J) ;

27) cout « s;}

Below we present a result of the calculations for the set I of messages.

SHEET Z(27,25) (31,25) (34,25) (35,25) (37,25) (40,25) (41,25) (42,25) (49, 25) (50, 25) (27,26) (28,26) (32,26) (39,26) (40,26) (43,26)
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(45,26) (46,26) (47,26) (48, 26) (50,26) (28,27) (35,27) (36,27) (37,27) (38,27) (43,27) (44,27) (28, 28) (30,28) (33,28) (34, 28) (36, 28)
(37,28) (40, 28) (43,28) (44,28) (45,28) (47,28) (48,28) (25,29) (27,29) (28,29) (32,29) (33,29) (34,29) (35,29) (36,29) (42,29) (48,29)
(49,29) (26,30) (35, 30) (38, 30) (43,30) (48, 30) (49, 30) (50,30) (29,31) (30,31) (31,31) (37,31) (39, 31) (40, 31) (44, 31) (45,31) (46, 31)
(48,31) (50, 31) (25, 32) (26,32) (29,32) (33,32) (34, 32) (35,32) (37,32) (39,32) (40, 32) (42, 32) (45, 32) (48, 32) (30, 33) (31,33) (34,33)
(35,33) (38,33) (39, 33) (44,33) (45, 33) (30,34) (31, 34) (39,34) (40, 34) (41,34) (46, 34) (48, 34) (49, 34) (26, 35) (29, 35) (31, 35) (32, 35)
(33,35) (35,35) (37,35) (39, 35) (45, 35) (28, 36) (29, 36) (32, 36) (36, 36) (38, 36) (42, 36) (44, 36) (50, 36) (28, 37) (30, 37) (35,37) (36,37)
(40,37) (41,37) (42,37) (43,37) (44,37) (47,37) (25,38) (27,38) (41, 38) (43, 38) (49, 38) (26,39) (27,39) (29,39) (33,39) (34,39) (38, 39)
(39,39) (40,39) (41,39) (43,39) (44,39) (47,39) (49, 39) (25,40) (26, 40) (27,40) (31,40) (33,40) (34, 40) (47, 40) (49, 40) (50, 40) (29, 41)
(30,41) (31,41) (32,41) (33,41) (34,41) (40,41) (42,41) (49,41) (29,42) (33,42) (34,42) (38,42) (40, 42) (41,42) (43, 42) (44,42) (49, 42)
(50,42) (25,43) (28,43) (30,43) (31, 43) (32, 43) (36,43) (40,43) (42,43) (50, 43) (28, 44) (33, 44) (34,44) (35,44) (36, 44) (37,44) (40, 44)
(41,44) (42,44) (43,44) (25,45) (29, 45) (31, 45) (34, 45) (36,45) (40,45) (46, 45) (47, 45) (48, 45) (50,45) (25,46) (26, 46) (27, 46) (29, 46)
(34,46) (36,46) (37,46) (38,46) (43, 46) (44, 46) (45,46) (48,46) (50,46) (26,47) (31,47) (34,47) (36,47) (38,47) (42,47) (43,47) (45,47)
(46,47) (47,47) (48,47) (49,47) (26, 48) (31, 48) (34,48) (35,48) (38,48) (39, 48) (43, 48) (49, 48) (25,49) (29,49) (39, 49) (40, 49) (42,49)
(44,49) (46, 49) (47,49) (26,50) (27,50) (28, 50) (39, 50) (40, 50) (41, 50) (47,50) (50, 50)

SHEET A(27,25) (31,25) (34,25) (40,25) (42,25) (50,25) (32,26) (45,26) (46,26) (50,26) (28,27) (28,28) (37,28) (48,28) (28,29) (33,29)
(34,29) (35,29) (48,29) (50,30) (45, 31) (46,31) (25, 32) (26,32) (33,32) (34,32) (40,32) (35,33) (38, 33) (39, 34) (40, 34) (49, 34) (26, 35)
(29,35) (32,35) (39, 35) (29, 36) (38, 36) (44, 36) (50, 36) (30,37) (36,37) (40,37) (41,37) (42,37) (47,37) (41,38) (26, 39) (29,39) (34,39)
(41,39) (27, 40) (31,40) (34, 40) (47,40) (49,40) (30,41) (31,41) (42,41) (29,42) (44,42) (49,42) (30, 43) (32,43) (36, 43) (42, 43) (50, 43)
(33,44) (25, 45) (31,45) (34, 45) (36, 45) (46, 45) (25,46) (26,46) (29, 46) (38, 46) (26,47) (31,47) (26, 48) (31,48) (34, 48) (35, 48) (49, 48)
(29,49) (42, 49) (44, 49) (47,49) (41,50) (47,50)

SHEET B(34,25) (42,25) (50, 25) (50,26) (28,27) (33,29) (34,29) (48,29) (50,30) (46,31) (25,32) (26,32) (33,32) (40, 32) (39, 34) (40, 34)
(49, 34) (26, 35) (29, 35) (38, 36) (50, 36) (40,37) (42, 37) (41,38) (49,40) (30, 41) (29, 42) (44,42) (49, 42) (30, 43) (36, 43) (42, 43) (50, 43)
(33,44) (31, 45) (46, 45) (25, 46) (29, 46) (38, 46) (26, 48) (42, 49) (41, 50)

SHEET C(50,26) (33,29) (48,29) (50,30) (26,32) (49, 34) (50, 36) (42, 37) (36, 43) (46, 45) (25, 46) (38, 46) (26, 48)

SHEET D(33,29) (26,32) (50, 36) (42, 37) (26, 48)

SHEET E(26,32) (50,36)

SHEET F(26,32)

SHEET G(26,32)

SHEET H(26,32) SHEET I(26,32) SHEET J(26,32) SHEET K(26,32) SHEET L(26,32) SHEET M(26,32) SHEET N(26,32) SHEET 0(26,32)
SHEET P(26,32) SHEET Q(26,32) SHEET R(26,32) SHEET S(26,32) SHEET T(26,32) SHEET U(26,32) SHEET V(26,32) SHEET W(26,32)
SHEET X(26,32) SHEET Y(26,32)

7.4 Determining the initial ring settings

Let us assume that we assigned the sheet Z to a message (0) and as a result we ob-
tained the pair (c,r) = (26,32). This means that each field (on each sheet) which
covers the field [2][26][32] = [2][0][6] = [2][2][G] (on the sheet Z) represents a product
AD with females. Then we determine the initial ring settings using formulas given
below (cf. [4] 31))

IRS, = (SRS, + (D)) —5))%26,

IRSy = (SRSy +( (0 )26,

IRSg = (SRSg + ( —r))%?26.

v

We can treat [D( ) s, D( ) c,DEQO) — r] as a vector where SRS is an initial point and
IRS is a terminal point (|[3!]). For the given set I of messages and for SRS = A2A we
calculate the initial ring settings as follows.

IRS, = (A+(2—2))%26 =1 =B

IRSy = (3+(B—0))%26 = 1 =B,

IRSg = (A+(H—6))%26 =1 =B

We obtained IRS = BBB and in fact we generated the set I of messages for the initial
ring settings BBB.
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7.5 The sequence of hypotheses concerning a sheet (0)

Next problem lies in the fact that we do not know which sheet we ought to assign to a
message (0). Historians write very generally about this problem. For instance [ When
the sheets were superposed and moved in the proper sequence and the proper manner
...] (ctf. [8]). In the program we used a very general suggestion that cryptologists
made hypotheses concerning sheets (cf. [5]). Next we observed, on the basis of many
tests, that we can determine i-th sheet (for a message (i)) from the formula (| [41))-

sheet[i] = (SRS, —I—D(Li) +j)%26  fori=0,1,... numberOfMessages —1

J (j=0,1,...,25) denotes the number of the realized hypothesis. That is, in the first
step we superpose sheets on a sheet [0] for j = 0, next we superpose sheets on a
sheet [0] for j =1, etc. The method IRS() solves the problem of the initial ring
settings. We make all possible hypotheses (26 hypotheses) concerning assigning a
first sheet to a message (0).

-

(1) void Sheets::IRS(){
// loading messages to the list M
) char* sheet = new char([27];
) rectangle();
) for(int 3=0; 7j<=25; Jj++){
) for (unsigned int i=0;i<M.size(); i++)
) sheet [1]=ITC( (CTI (HE->Rs[1])+CTI (M[1]->s1[1])+])%26);
) createSh (sheet [0]);
) updatesSh (sheet) ; }}

@ - oy U W N

For the given set I of messages we obtained a proper result for a hypothesis
number j = 25. Then the program assigned the sheet Z to a message (0).

7.6 The discrepancies (optimization - author’s ideas)

In the case of the set I of messages we received a proper result (i.e. the pair (26,32))
when we assigned the sheet z to the message (0). Let us notice, that each field (on
each sheet with the exception of the sheet A) which covers the field [2][26][32] is
outside an interfered area. In the case of the sheet A (for a message (1)) the field
[2][26][32] is covered by the field [2][8][21]. The field [2][8][21] corresponds to the
drum settings AIV. Let us notice that the turnover position of the right drum is ¢ pr =
V = 21. Thus [2][8][21] is located inside the interfered area. But this field represents
a product with females (it is coloured in black). The algorithm given above returned
a proper solution, because the discrepancies did not influence the result.

Case one. Let us assume that a field [s][c][r] (on a sheet s) covers the field
[2]]26][32], [c][r] is inside an interfered area and does not represent a product AD
with 1-cycles.
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Then a correct result will be removed from the list PF during analysing a sheet s
and finally the list PF will be empty. We shall interpret this fact as an improper order
of drums.

How did cryptologists solve this problem? Historians write that cryptologists
before beginning of the analysis of messages, eliminated some of them in order to
avoid the situation described above. For each order of drums they had to eliminate
another set of messages. We can find different formulas describing which messages
ought to be removed.

The improvement of Zygalski’s method is a realization of the following idea.
Let us assume that we have case one. Before determining a product AD for a field
[s][c][r] we check whether this field is inside an interfered area or not. If it lies outside,
we check a product AD like previously, otherwise we leave a pair "(c,r)" in the
list PF (we treat this field as a representation of a product AD with 1-cycles) (|[4y]).
After analysing all messages we can get additional, wrong results, but we shall avoid
a situation we omit a proper order of drums. If we obtain some results, it is not
difficult to verify that a given one is wrong. We can analyse an additional message,
for instance.

( 1) void Sheets::updateSh(char* sh) {

( 2) String crr="", dr="", s=""; char x;

(3) int ¢, r, cl, rl, pf, hlp; Perm *Al, *D1, *AD;

( 4) for(unsigned int i=1; iM.size(); i++){

(5) x =sh[i]; s="SHEET "; s+=x;

( 6) pf=PF.size();

7 for(int 3=0; j<pf; J++){

(8) crr=PF[0]; PF.erase(&PF[0]);

(9 hlp = crr.Pos(’,”);

(10) ¢ = StrToInt (crr.SubString(1,hlp-1));

(11) r = StrToInt (crr.SubString (hlp+l,crr.Length()-1));
(12) cl = (26+c+CTI (M[1]->s1[2])-CTI (M[0]->s1[2]))%26;
(13) rl = (26+r+CTI (M[1]->s1[3])-CTI (M[0]->s1[3]))%26;
(14) dr=x; dr+=ITC(cl); dr+=ITC(rl);

(15) if(cM(r1,0,0) | eM(r1,0,1) | |cM(r1,0,2) | [cM(r1,0,3)) {
(16) PF.push_back (crr); s+="("+crr+")";}

(17) else{

(18) Al = createBorD (HE—>Rs, HE—>moveD (dr, 1)) ;

(19) D1 = createRorD (HE->Rs, HE—>moveD (dr, 4) ) ;

(20) AD = Al->Prod(D1);

(21) if (AD->Fem()) {PF.push_back (crr); s+="("+crr+")";}
(22) delete Al; delete D1; delete AD;}}

(23) cout « s;}

(24) PF.clear();}

[/

25) String Sheets::pushSh(String rs, char x, int i, int j){
26) Perm *Al, *D1, *AD;

27) String dr="", s="", crr="";

28) crr=IntToStr(j)+","+IntToStr (i);
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( dr=x; dr+=ITC(j%26); dr+=ITC(1%26);

( if(cM(1,0,0) [ 1aM(i,0,1) 1cM(i,0,2) | |cM(d,0,3)){
( PF.push back (crr); s="("+crr+")";}

( else{

(33) Al createborD (rs, HE->moveD (dr, 1) ) ;

(34) D1 createBorD (rs, HE—>moveD (dr, 4) ) ;
(
(
(
(

35) AD = Al->Prod(D1);

if (AD->Fem()) {PF.push_back (crr); s="("+crr+")";}
37) delete Al; delete D1; delete RAD;}

return s;}

We do not change a body of the method createSh() . In the method pushSh()

we added lines (30 — 31) in which we check whether a field [x][j][i] (on a sheet (0))
is located in an interfered area or not. If it is, we add a pair "(j,1)" to the list
PF. In the other case we proceed like in section 6, that is we add a pair " (j,1)" if
only AD contains any females. With the other messages we proceed in the method
updateSh() in a similar way. We added lines (15 — 16) in which we check whether a
field [x][c1][r1] (on a sheet (7)) is located in an interfered area or not. If it is, we leave
apair "(c,r)" in the list PF. Otherwise we proceed like in section 6, that is we leave
apair "(c,r)" inthe list PF if only AD contains any females. Otherwise, we remove
it.

Table 2. The set II (messages obtained for IRS = EHM)

(0) EFE QML QTU
(1) HOP PXP PBW
(2) IRM ZAX ZWV
(3) MAX ERG EKR
(4) BTIX FIJ FOI
(5) BAY VDN VOW

(6) DRE WKD WWY
(7) D WLU WMR
(8) CEW MTY MGZ
(9) PBW WYY WHM
(10) RCI XCZ XSE
(11) TCE XZB XCA

(12) UBA BGS BOF
(13) GOz IRX IOP
(14) IRB UUT USU
(15) JAD FOB FET
(16) QDZ QQH QBG

(17) KBW VHT VEB

(18) OBE FOE FDG
(19) QRZ YIJ YVW
(20) SCH YQU YGW
(21) WBC ZQW ZVD
(22) YDF XZ7 XXA
(23) DL IQ0 IOM

(24) VCM KWY KXG
(25) XAB HIH HWQ

Example 7.1 Let us analyse the set II of messages by means of the improved algo-
rithm (for SRS = Aan).

The program assigned the following sheets to the given above messages:
A, D,H I, X, W% J, Y, L NP, QC,EF MG, K, MO,S5, U V,R, T.
Finally, as a result we obtained two pairs (24,44), (50,44). This means that each
field (on each sheet) which covers the field [a][24][44] (or [A][50][44]) (on the sheet
1) either represents a product AD with females or it is located inside the interfered
area. Let us calculate IRS.

IRS; =(2+(E—2))%26 = 4 =E,

IRSy =(A+(F—24))%26 =7 =H,

IRSg =(A+(E—18))%26 = 12 =M.

Thus IRS = EHM. Let us notice, we analysed messages (16) and (19). The first
letter of the initial drum settings in both cases is the same (the letter Q). We assign the
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same sheet M to these messages . The cryptologists did not have this possibility. They
had only one sheet for each letter.

8. The plugboard settings

We know the initial ring settings. But it does not mean that we can read messages. We
still have to find the plugboard settings. It is a well-known fact that the connections
of the plugboard do not influence the shapes of products AD, BE, CF (cf. [6]). That
is, if a product AD contains 1-cycles for the plugboard settings S1, then it contains
1-cycles for the plugboard settings S2. Therefore, the plugboard settings do not have
any influence on the work of the above algorithm.

Example 8.1 We generated sets I and II of messages and executed all the above
calculations for connections of the plugboard S = (3,G)(C,F)(X,0)(L,Y)(R,W)(S,2).
Next we set up the plugboard as follows S1 = (¢,0)(D,I)(F,R)(H,U)(J,W)(L,S)(T,X)
and we analysed the set II of messages once again. As the reader can guess, we
obtained the same result.
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KRYPTOANALIZA SZYFRU ENIGMY

Streszczenie Tematem pracy jest kryptoanaliza Enigmy wojskowej uzywanej przez sity
zbrojne oraz inne stuzby parnistwowe Niemiec podczas Il wojny Swiatowej. JesteSmy zainte-
resowani problemem dekodowania zaszyfrowanych depesz transmitowanych po 15 wrze$nia
1983 roku. Prezentujemy pelny algorytm stuZacy do generowania ustawien pierscieni, odga-
dywania ktdre rodzaje bebenkéw zostaty wybrane i wyznaczania ich porzadku na wspdlne;j
osi. Proponowany algorytm jest uzupetnieniem i optymalizacja metody ptacht Zygalskiego.
W pracy opisane sg istotne wlasnosci ptacht wynikajace z konstrukcji maszyny i teorii per-
mutacji (spostrzeZenia autora). Do czytania depesz zaszyfrowanych za pomoca Enigmy po-
trzebne sa jeszcze ustawienia tacznicy wtyczkowej. Potaczenia facznicy nie maja wpltywu
ani na metode Zygalskiego (znany fakt) ani na przedstawiony algorytm. Brakujacy (orygi-
nalny) algorytm rozwiazujacy problem tacznicy (wraz z algebraicznym opisem) pojawi sig¢
niebawem.

Stowa kluczowe: metoda ptacht Zygalskiego, ustawienia pierScieni, ustawienia depeszy
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APPLICATION OF THE RECURSIVE FEATURE
ELIMINATION AND THE RELAXED LINEAR
SEPARABILITY FEATURE SELECTION ALGORITHMS
TO GENE EXPRESSION DATA ANALYSIS

Joanna Goscik, Tomasz Fukaszuk
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Abstract: Most of the commonly known feature selection methods focus on selecting ap-
propriate predictors for image recognition or generally on data mining issues. In this paper
we present a comparison between widely used Recursive Feature Elimination (RFE) with
resampling method and the Relaxed Linear Separability (RLS) approach with application to
the analysis of the data sets resulting from gene expression experiments. Different types of
classification algorithms such as K-Nearest Neighbours (KNN), Support Vector Machines
(SVM) and Random Forests (RF) are exploited and compared in terms of classification ac-
curacy with optimal set of genes treated as predictors selected by either the RFE or the RLS
approaches. Ten-fold cross-validation was used to determine classification accuracy.

Keywords: gene expression analysis, feature selection, classification

1. Introduction

Gene expression data analysis has become a very important topic nowadays due to
the need of understanding mechanisms underlying disease development, phenotypic
differences between groups of subjects/patients or the influence of environmental fac-
tors on functioning of a particular organism. The existence of variety of vendors (e.g.
Affymetrix, Agilent, [llumina), either providing standard or custom-made platforms,
enabling measuring gene expression causes a variety of data formats produced with
the use of different techniques. As a result, many tools have been created to deal with
data preprocessing (e.g. normalization across arrays, background signal correction)
— a fist and an inevitable step that must be performed in order to analyse gene ex-
pression data. Incorporating a specificity of an experiment’s design into the analysis
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is also a fundamental issue when one wants to conduct the analysis. This specificity
includes the occurrence of technical and biological replicates since those cannot be
treated the same way. An example of a software making possible data preprocessing
and discovery of genes significantly differentially expressed in groups under inves-
tigation is Limma package [1] freely available as a part of the Bioconductor project
[2]. The approach proposed in this package along with many other solutions enables
identifying a set of under or over-expressed genes by performing multiple testing (one
test for each gene) but gives no information about the discriminative power of this set
— whether the set of chosen genes can be treated as a set of features providing good
classification accuracy. In this paper we present a comparison between two meth-
ods of feature selection: the Recursive Feature Elimination (RFE) with resampling
[3] technique and the Relaxed Linear Separability (RLS) [4] approach. Obtained dis-
criminative set of genes is validated using 10-fold cross validation with the use of
the following classifiers: K-Nearest Neighbours (KNN), Support Vector Machines
(SVM) and Random Forests (RF) and the classification accuracy is reported.

2. Data acquisition and characteristic

All samples composing an example data set used for all calculations were down-
loaded from Gene Expression Omnibus database [5]. It is a public functional data
repository which contains detailed information about platforms used for the experi-
ment, series of experiments conducted with the use of a specific platform and sam-
ples gathered within a concrete study (series). GEO database provides users with
an advanced search engine allowing finding e.g. experiments carried out with a de-
sired technique as gene expression profiling by array (microarray experiments), ex-
periments carried out with a desired platform - especially useful when one wants to
compare own results with another obtained with the same equipment or experiments
relating to a specific organism.

Forty eight samples of series GSE27144 available online since June 15th, 2012
were exploited in our study. Technique used in this experiment was Real-Time PCR
(gPCR) and samples concerned homo sapiens. Available genetic data, extended by
clinical features as BMI was analysed and published [6]. Authors investigated whole
saliva as a source of biomarkers to discriminate subjects who have and have not un-
dergone severe and life-threating difficulties. Objective of the research was to eval-
uate an influence of severe life events and difficulties on: (1) clinical characteristics,
(2) salivary analyte metrics and (3) salivary gene expression. Genetic part of the data
set related to genes that have previously revealed differential expression in genome-
wide analysis of adults experiencing various levels of a chronic stress and only this
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part of the data is taken under consideration in our study. Data was gathered within
the framework of Oregon Youth Substance Use Project (OYSUP) [7] and divided into
two separate groups: low level of stress (L) and high level of stress (H), each consist-
ing of 24 subjects. Every sample contained expression levels for 38 genes represented
by normalized Cr value using AACt method [8].

2.1 Brief introduction to Real-Time PCR technology

Polymerase chain reaction (PCR) is a method that allows exponential amplification
of short DNA sequences within a longer double stranded DNA molecule which con-
sist of subsequent cycles theoretically resulting in doubling the DNA amount when
compared to the previous cycle - an exponential reaction. The reaction finally tails off
and reaches a plateau. For the most part, this method was developed to enable mea-
suring differences in gene expression. To introduce basic terms related to RT-PCR
let us assume that we have two kinds of cells: drug treated (experimental lane) and
non-treated (control lane) and two signal intensities for a specific gene - one for each
sample. If the amount of signal in the experimental sample was 100 times greater
when compared to the control sample we could say that expression of the gene has
increased 100-fold in the experimental cells but it could also mean that we have 100
times more RNA in the experimental lane - in other words we have a loading artefact.
To prevent this kind of artefacts housekeeping genes were introduced. Housekeeping
gene is a kind of gene, that its expression does not change depending on the condi-
tions (e.g. it remains the same in different kinds of tissues). We could call these genes
loading control. Let us say that the experiment showed that for our housekeeping
gene there is twice as much DNA in the experimental lane comparing to control sam-
ple. This means that the real change in gene under investigation expression is equal
to 100/2=50 fold. The actual fold change is given by the Equation 1.

Fold change = Fold change of a target gene W
Fold change of a reference gene

The goal of an RT-PCR experiment is to measure level of expression of a certain
gene from a specific sample. This measurement is expressed in Cycled to Threshold
(Cr) - arelative value representing the cycle number at which the amount of amplified
DNA reaches the threshold level - exceeds background intensity. An important prop-
erty of Cr is that it is reversely proportional to the DNA quantity present in a sample
expressed on a logarithmic scale (the amount of DNA doubles with every cycle). In
order to make different Ct values comparable across multiple samples normalization
is applied. There are many methods of normalization available, but in this article we
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will focus on AACt method [8]. A detailed description of the process can be found in
the cited article so we will just mention the main formula which is given below.

AACT = ACr (experimental) — ACr (reference) ()

Where ACr (experimental) refers to the Ct value for the gene in an experimental lane
normalized against housekeeping gene and ACy (reference) refers to the Cr value for
that gene in an control lane again normalized against housekeeping gene. The amount
of target normalized against housekeeping gene and relative to the control is given by
the Equation 3.

Amount of target = 2~AACT 3)

Quantities obtained with the use of Equation 3 can then be compared across samples.

2.2 Missing values imputation

Source data set, after combining all samples, contained missing values. Missing val-
ues characteristics for each class are given in Table 1. where columns represent genes
and rows represent appropriate metrics.

Table 1. Missing values occurence in classes with low (L) and high (H) levels of stress.

ADAR | ADORA2A | BTN3A3 | C7orf68 | CD9 CSFIR CX3CR1 CYLD DPYD FGL2 FOLR3
Class L. N observed 24 24 22 23 24 23 23 23 23 24 22
Missing 0% 0% 8% 4% 0% 4% 4% 4% 4% 0% 8%
Class H N observed 23 24 16 24 24 17 18 21 22 20 15
Missing 4% 0% 33% 0% 0% 29% 25% 12% 8% 17% 37%
FOSB GADD45B | GALC GBP1 | GNA15 | GORASP2 | HLA-DQB1 | HSPA1B IL8 MAFF NAIP
Class L N observed 24 24 23 23 24 23 12 24 24 24 22
Missing 0% 0% 4% 4% 0% 4% 50% 0% 0% 0% 8%
Class H N observed 21 24 16 17 24 22 10 24 24 24 17
Missing 12% 0% 33% 29% 0% 8% 58% 0% 0% 0% 29%
NDUFB7 | NGLY1 NRG1 NSF PUM2 | RAB27A RPA1 SEC24A | SERPINB2 | SLC35A1 | SLC7AS
Class L N observed 24 23 23 22 23 24 23 24 24 22 24
Missing 0% 4% 4% 8% 4% 0% 4% 0% 0% 8% 0%
Class H N observed 23 21 16 18 22 19 19 23 19 16 23
Missing 4% 12% 33% 25% 8% 21% 21% 4% 21% 33% 4%
STAT1 STX7 THBS1 | VEGFA | WDR7
Class L N observed 24 24 23 24 23
Missing 0% 0% 4% 0% 4%
Class H N observed 23 23 24 23 18
Missing 4% 4% 0% 4% 25%

Package impute [9] from the Bioconductor project [2] was used to complete the
data set. Method implemented in this package uses K-Nearest Neighbours approach
to impute missing expression data provided that the data set exploited in the compu-
tation is in matrix form with rows corresponding to genes and columns corresponding
to samples. For each gene with missing expression levels K nearest neighbours are
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found using the Euclidean metric with restriction to samples for which expression
level for that gene is defined. Descriptive statistics including mean and its standard
error before and after missing values imputation are presented in Table 2 and Table 3
respectively.

Table 2. Descriptive statistics for both Low (L) and High (H) levels of stress for data set before imputing
missing values.

ADAR | ADORA2A | BTN3A3 | C7orf68 | CD9 CSFIR CX3CR1 CYLD DPYD FGL2 FOLR3
Class L Mean 1.03 1.13 1.33 1.21 1.04 1.49 1.27 1.12 1.22 1.05 1.31
Std. Err. 0.01 0.01 0.01 0.02 0.01 0.01 0.02 0.01 0.01 0.01 0.02
Class H Mean 1.02 1.12 1.34 1.18 1.08 1.50 1.27 1.15 1.18 1.07 1.33
Std. Err. 0.01 0.02 0.01 0.02 0.02 0.02 0.01 0.01 0.01 0.02 0.01
FOSB GADD45B | GALC GBP1 | GNA15 | GORASP2 | HLA-DQBI | HSPA1B IL8 MAFF NAIP
Class L Mean 1.17 0.87 1.25 0.98 1.12 1.26 1.29 0.80 0.70 0.98 1.05
Std. Err. 0.01 0.01 0.01 0.02 0.01 0.01 0.11 0.01 0.02 0.01 0.01
Class H Mean 1.19 0.86 1.33 1.05 1.09 1.22 1.12 0.79 0.84 0.97 1.10
Std. Err. 0.01 0.01 0.02 0.03 0.02 0.02 0.07 0.01 0.04 0.01 0.02
NDUFB7 NGLY1 NRG1 NSF PUM2 | RAB27A RPA1 SEC24A | SERPINB2 | SLC35A1 | SLC7AS
Class L Mean 1.18 1.23 1.52 1.21 1.26 1.13 1.26 1.23 1.26 1.27 1.10
Std. Err. 0.01 0.01 0.02 0.01 0.01 0.01 0.01 0.01 0.02 0.01 0.01
Class H Mean 1.18 1.22 1.52 1.25 1.26 1.17 1.25 1.24 1.30 1.31 1.13
Std. Err. 0.01 0.01 0.03 0.01 0.01 0.01 0.02 0.01 0.02 0.02 0.02
STAT1 STX7 THBS1 | VEGFA | WDR7
Class L. Mean 1.00 1.08 1.09 1.04 1.31
Std. Err. 0.01 0.01 0.02 0.01 0.01
Class H Mean 1.00 1.11 1.05 1.03 1.32
Std. Err. 0.01 0.01 0.02 0.01 0.02

Table 3. Descriptive statistics for both Low (L) and High (H) levels of stress for data set after imputing
missing values.

ADAR | ADORA2A | BTN3A3 | CTorf68 | CD9 | CSFIR | CX3CRI | CYLD | DPYD | FGL2 | FOLR3
L | Mo 103 XE 133 121 | 104 149 127 112 121 1.05 131
S.Emr | 001 0.01 0.01 002 | 001 0.01 0.01 0.01 0.01 0.01 0.02
cert | Mean 101 Il 133 s | 108 149 126 s 118 107 133
S.Em | 001 0.02 0.01 002 | 002 0.01 0.01 0.01 0.01 0.02 0.01
FOSB | GADD45B | GALC | GBP1 | GNAIS | GORASP2 | HLA-DQBI | HSPAIB | ILS MAFF | NAIP
L | Mean 17 0,87 125 097 | 112 126 134 0.80 070 098 1.05
SW.Em | 001 001 0.01 002 | 001 0.01 0.07 0.01 0.02 0.01 0.01
ceer | Mean 120 086 134 105 | 109 122 117 079 084 097 Il
SW.Em | 002 0.01 002 | 002 | 00 0.02 0.04 0.01 0.04 0.01 0.01
NDUFB7 | NGLYI | NRGI | NSF | PUM2 | RAB27A | RPAI | SEC24A | SERPINB2 | SLC3SA1 | SLCTAS
Class L Mean 1.18 1.23 1.52 1.21 1.26 1.13 1.26 1.23 1.26 1.27 1.10
Std.Em | 001 0.01 002 | o001 | oo 0.01 0.01 0.01 0.02 0.01 0.01
e | Mean 18 122 150 125 | 126 118 124 124 130 130 3
SW.Em. | 001 0,01 002 | 001 | oo 0.01 001 0.01 0.02 0.01 0,01
STATI | STX7 | THBSI | VEGFA | WDR7
L | Mew 1.00 108 108 104 | 131
S.Em | 001 0.01 002 | o001 | oo
Mean 1.00 Il 1.05 O ED
ClassHol gk | 001 0.01 0.02 001 | 001
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3. Feature selection for classification

Feature selection process can be perceived as a technique of choosing a subset of
variables from available feature set with the evaluation of accuracy for each choice.
Nowadays, when the amount of genomic data is growing rapidly, feature selection has
become very important issue because of the specificity of the data. Data sets contain-
ing genetic information are usually in a form of a matrix where genes are considered
as features which expression levels are measured for each sample (rows of a matrix).
One distinctive feature characterizing these kind of data sets is the disequilibrium be-
tween the number of samples and the number of features - the number of features is
generally 10° greater (or more) than the number of samples as the modern genomic
technology (e.g. microarrays, Next Generation Sequencing - NGS) enables quanti-
fying expression of enormous number of different kinds of genetic attributes (e.g.
genes, micrtoRNA). This disequilibrium is associated with the experiment’s design: it
is focused on determining as many genetic attributes as possible (e.g. whole genome
sequencing where one can discover individual differences comparing to the reference
genome of as small variations as Single Nucleotide Polymorphism - SNP). More-
over, performing these kinds of experiments is quite expensive and time-consuming,
so usually very few replications, either technical or biological, are produced. Due to
just outlined matters feature selection appears to be very important task in genomic
data analysis.

As it was previously mentioned our data set contained 38 features (genes) and
48 samples divided into two separate groups determined by the level of stress. In
this work we present a comparison of two feature selection methods and their in-
fluence on the classification accuracy. First method we adapted for the purpose of
feature subset selection is the Recursive Feature Elimination (RFE) incorporating re-
sampling implemented in the caret package [10]. The second method is based on the
Relaxed Linear Separability (RLS) approach [4]. Subsets of features providing the
best classification accuracy generated either with the use of the RFE method or the
RLS approach were generated for three classifiers: K-Nearest Neighbours (KNN),
Support Vector Machines (SVM) and Random Forests (RF). Ten-fold cross valida-
tion was used to determine the classification accuracy.

3.1 Recursive Feature Elimination approach

Basic Backward Selection (a.k.a. Recursive Feature Elimination) algorithm firstly fits
the model to all of the features. Each feature is then ranked according to its impor-
tance to the model. Let S be a sequence of ordered numbers representing the number
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of features to be kept (S; > S, > S3...). At each iteration of feature selection algorithm,
the S; top raked features are kept, the model is refit and the accuracy is assessed. The
value of S; with the best accuracy is assessed and the top S; features are used to fit the
final model. Algorithm 1 gives a description of subsequent steps of this procedure.

Algorithm 1 Basic Recursive Feature Elimination

1: Train the model using all features
Determine model’s accuracy
Determine feature’s importance to the model for each feature
for Each subset size S;, i = 1...N do
Keep the S; most important features
Train the model using S; features
Determine model’s accuracy
end for
Calculate the accuracy profile over the S;
: Determine the appropriate number of features
: Use the model corresponding to the optimal S;

T Y RXIUNE LD

——

Model building process is composed of few successive steps and feature selec-
tion is one of these. Due to that, resampling methods (e.g. cross-validation) should
contribute to this process when calculating model’s accuracy. It has been showed
that improper use of resampling when measuring accuracy can result in model’s poor
performance on new samples [11] [12]. A modification of Algorithm 1 including
resampling was suggested and is outlined in Algorithm 2.

3.2 Relaxed Linear Separability approach

Relaxed Linear Separability (RLS) approach to feature selection problem refers to the
concept of linear separability of the learning sets [14]. The term "relaxation” means
here deterioration of the linear separability due to the gradual neglect of selected
features. The considered approach to feature selection is based on repetitive mini-
mization of the convex and piecewise-linear (CPL) criterion functions. These CPL
criterion functions, which have origins in the theory of neural networks, include the
cost of various features [13]. Increasing the cost of individual features makes these
features falling out of the feature subspace. Quality the reduced feature subspaces is
assessed by the accuracy of the CPL optimal classifiers built in this subspace.

RLS feature selection method consists of three stages. The first stage is to de-
termine an optimal hyperplane H(w, 6) separating objects X; (X; = [x;1,...,Xj,]) from
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Algorithm 2 Recursive Feature Elimination with resampling

1: for Each Resampling Iteration do
2:  Partition data into training and testing data sets via resampling
Train the model on the training set using all features
Predict the held-back samples
Determine feature’s importance to the model for each feature
for Each subset size S;, i = 1...N do
Keep the S; most important features
Train the model using S; features
9: Predict the held-back samples
10:  end for
11: end for
12: Calculate the accuracy profile over the S; using held-back samples
13: Determine the appropriate number of features
14: Estimate the final list of features to keep in the final model
15: Fit the final model based on the optimal S; using the original training set

A

two learning sets GT = {xj;j € J*}and G~ ={x;;j€J~} (JT and J~ are disjoined
sets of indices j (JTNJ~ = 0)).

H(w,0) = {x:w/x=0} 4)

The hyperplane H(w,0) is calculated by the minimization of the criterion function
‘I‘k(W, 9)

D) (w,0)= ), @/ (w,0)+ Y 0 (w0 +r Y = di(w) (5)
X;€GT X;€G~ ie{l,...,n}
where A > 0.
The function @) (w, 0) is the sum of the penalty functions (pj(w, 6) or @, (w,0)
and ¢;(w,0). The functions (pj(w, 0) are defined on the feature vectors x; from the
set GT. Similarly (P;(W, 0) are based on the elements x; of the set G

(¥, €GY) @ (w,0) = { ”E’BWTXJ l_}'f z;z - e ©)
and , N 1+0+w/'x; ifwlx;>—1+8
tea) g me)={ ORI VTS o)
The penalty functions ¢;(w,0) are related to particular features x;.
0i(W) = [wil ®)
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The criterion function @) (w,0) (5) is the convex and piecewise linear (CPL)
function as the sum of the CPL penalty functions (p;r(w,e) ©), ¢; (w,0) (7) and
0;(w) (8). The basis exchange algorithm allows to find the minimum efficiently, even
in the case of large multidimensional data sets G* and G~ [15].

The vector of parameters w = [w1,...,w,|” is used in the feature reduction rule
[13]:

(wi =0) = (the feature iis omitted) )

In the result of the first stage of RLS method we obtain optimal hyperplane H(w,0)
and initial feature set F;, composed of k features not subject to the reduction rule (9).

In the second stage the value of the cost level A in the criterion function ¥ (w, 0)
is successive increased. It causes reduction of some features x;. It is possible to de-
termine the value of Ay (A; > 0) by which to enlarge A in order to reduce only one
feature from feature set Fj. In the result of the second stage we obtain the descended
sequence of feature subsets F; with decreased dimensionality (Fy D Fji_1):

Fe—F_1—...—F (10)

The last step is the calculation of classifier accuracy in each reduced data set
corresponding to the subsets of features in sequence (10). The accuracy is usually
determined by the use of the CPL [13] classifier and in cross-validation procedure.
In this work, different than usual, accuracy is determined by the use of KNN, SVM
or RF classifier. As the result of the third stage and the whole RLS method we obtain
feature set F'*. It is the feature set characterized by the highest value of classifier
accuracy.

4. Results

The classification accuracy determined for the set of genes treated as predictors and
obtained with the use of either the Recursive Feature Elimination with resampling
(RFE) or the Relaxed Linear Separability (RLS) approach feature selection method
is presented for each of the three tested classificators (KNN, SVM, RF). Figures 1
and 2 show the dependence between the number of features selected and the classi-
fication accuracy for the KNN classification obtained with the set of features chosen
by the two methods of feature selection: RFE and RLS respectively. Figures 3 and 4,
5 and 6 show the same relationship for the remaining two classifiers: SVM and RF
also created for the two methods of feature selection. The best classification accu-
racy and related number of predictors are marked. The correlation coefficient for the
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linear dependency between the number of features and classification accuracy is also
presented on each figure.

As it can be noticed there are two main facts differentiating the two feature se-
lection methods under investigation and their influence on the classification accuracy.
First aspect is the existence of the statistically significant linear dependency between
number of features and classification accuracy in case of the RFE method — accuracy
rises in conjunction with an increasing number of features and reaches its best value
with almost all features included in the predictors set. When considering the RLS
method this linear relationship is not observed for the KNN and the SVM classifi-
cation methods and only in the case of the RF classification statistically significant
linear relationship was found, however this relation is somehow disputable — it is
probably caused by relatively big decrease in the classification accuracy when con-
sidering number of features varying from three to eight. It is also worth to mention
that the characteristic of the linear relationship is different for those two methods of
feature selection: in the event of RFE we have found directly proportional relationship
between the number of features selected and the classification accuracy as opposed
to the RLS method where this relationship was rather inversely proportional. Second
aspect distinguishing the RFE and the RLS methods is the number of features chosen
to acquire the best classification accuracy — approximately a magnitude higher in case
of the RFE method.
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Fig. 1. KNN classification accuracy obtained Fig. 2. KNN classification accuracy obtained
with an RFE approach. with an RLS approach.

Table 4 gives a desctiption of genes selected by the RLS method. Given superscripts
along with the gene name have the following meaning: 1 - gene was selected for the
KNN classifier, 2 - gene was selected for the SVM classifier, 3 - gene was selected
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Fig.5. RF classification accuracy obtained Fig.6. RF classification accuracy obtained
with an RFE approach. with an RLS approach.

for the RF classifier. As it can be seen: the same set of genes was determined for the
SVM and the RF classification methods. The selected set of genes can be character-
ized by two features: (1) they play an important role in the immune system, (2) they
are connected with the nervous system. Those two attributes might be considered as
related to the response to stress exposure which is the case in our data set. Lists of
genes selected by the RFE method for each classifier are not presented here because
they contains almost all of the available features.

5. Conclusions

Classification accuracy obtained with the use of features/genes selected by the RFE
method was slightly higher than the one calculated for the set of features/genes se-
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Table 4. Genes selected by the RLS method and their description.

Gene name Description

The HLA-DQBI1 gene provides instructions for making a protein that plays a
critical role in the immune system. The HLA-DQB1 gene is part of a family of
HLA-DQB1b23 genes called the human leukocyte antigen (HLA) complex. The HLA complex
helps the immune system distinguish the body’s own proteins from proteins made
by foreign invaders such as viruses and bacteria.

Is one of the major mediators of the inflammatory response. It is released from

Lg% %3
several cell types in response to an inflammatory stimulus.
NAIPL23 Acts as a mediator of neuronal survival in pathological conditions. Prevents
motor-neuron apoptosis (a type of cell death) induced by a variety of signals.
Is implicated in every type of angiogenic disorder, including those associated
VEGFA! with cancer, ischemia, and inflammation. It is also involved in neurodegenera-
tion.
FGL2! May play a role in physiologic lymphocyte functions at mucosal sites.
SLC7A5! Plays a role in neuronal cell proliferation (neurogenesis) in brain.
Plays an important role in innate immunity and in inflammatory processes. Plays
CSFIR! an important role in the regulation of osteoclast proliferation and differentiation,

the regulation of bone resorption, and is required for normal bone and tooth

development.

lected by the RLS method for all three classifiers: KNN, SVM and RF although this
measure did not differ substantially. One reason that might have caused this is the
specificity of the data set: the RLS method was designed to perform well on sets
characterized by considerably great number of features in comparison to the num-
ber of samples (few orders of magnitude greater) as presented in [4] and in the data
set used in our work the number of samples was almost the same as the number of
features. Another issue that is worth to mention is the lack of linear dependency be-
tween the number of selected features and the classification accuracy in case of the
RLS method — it suggests that the method tends to find the optimal set of predictors
providing the best classification accuracy independently from the number of avail-
able features which is especially important when one wants to analyse data sets with
great amount of variables such as genomic data sets. One disadvantage of the RFE
feature selection method that must be intimated is its time-consumingness, which is
a common characteristic of all methods exploiting recurrence. In the event of the data
set used in our experiment this issue was not so troublesome, although noticeable,
but in cases when the number of features is in order of thousands or millions (what is
common when analysing genomic data) it might turn out that the trade-off between
the classification accuracy and the time spent on computation is not cost-effective.
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REKURENCYJNA ELIMINACJA CECH Z WALIDACJA

1991.

ORAZ RELAKSACJA LINIOWE]J SEPAROWALNOSCI

Artykut zrealizowano w ramach projektu badawczego N N519 657940 finanso-
wanego przez Ministerstwo Nauki i Szkolnictwa Wyzszego oraz pracy badawczej

JAKO METODY SELEKCJI CECH DO ANALIZY

ZBIOROW DANYCH ZAWIERAJACYCH WARTOSCI

EKSPRESJI GENOW

Streszczenie Zdecydowana wigkszo$¢ znanych metod selekcji cech skupia si¢ na wybo-
rze odpowiednich predyktoréw dla takich zagadnien jak rozpoznawanie obrazéw czy tez
ogolnie eksploracji danych. W publikacji prezentujemy poréwnanie pomigdzy powszechnie
stosowang metoda Rekurencyjnej Eliminacji Cech z walidacja (ang. Recursive Feature Eli-
mination - RFE) a metoda stosujaca podejscie Relaksacji Liniowej Separowalnosci (ang. Re-
laxed Linear Separability - RLS) z zastosowaniem do analizy zbioréw danych zawierajacych
warto$ci ekspresji gendw. W artykule wykorzystano rézne algorytmy klasyfikacji, takie jak
K-Najblizszych Sasiadéw (ang. K-Nearest Neighbours - KNN), Maszyng Wektoréw Wspie-
rajacych (ang. Support Vector Machines - SVM) oraz Lasy Losowe (ang. Random Forests -
RF). Poréwnana zostata jakos¢ klasyfikacji uzyskana przy pomocy tych algorytméw z opty-
malnym zestawem cech wygenerowanym z wykorzystaniem metody selekcji cech RFE badz
RLS. W celu wyznaczenia jakos$ci klasyfikacji wykorzystano 10-krotng walidacjg krzyzowa.

Stowa kluczowe: analiza ekspresji genéw, selekcja cech, klasyfikacja
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ADVANCES IN COMPUTER SCIENCE RESEARCH

LAZY EVALUATION METHOD IN THE COMPONENT
ENVIRONMENTS

Michat Kniotek

AGH University of Science and Technology, Krakéw, Poland

Abstract: This paper describes the manually use of the lazy evaluation code optimization
method in the component environments such as Java VM, MS .NET, Mono. Despite the im-
plemented solutions in optimizers, there are occurrences when manual code optimization can
accelerate execution of programs. In component environments, due to the optimization per-
formed during JIT (Just In Time) compilation, the code cannot be fully optimized because of
the short time available. JIT optimization takes place during execution of the currently used
part of the code. That is the reason why the time spent on searching the best optimization
methods must be balanced between the program response time and the choice of optimal
optimization. This article presents optimization method ending with conclusion to answer
in which component environment is recommended to use a given method manually. The
presented method is called lazy evaluation.

Keywords: code optimization, component environments, lazy evaluation

1. Introduction

This article was written to prove that the use of manual code optimization allows
to achieve additional speed as opposed to using only optimizers incorporated in the
component environments. Similar research can be found in the article about loop
optimization [16].

At present, the component environments are widely used for coding various pro-
grams, because of their main advantages: code portability between different operat-
ing systems and computer architectures; the standardized notation of the code, which
allows for using universal optimization methods [1].

Currently used digital machines, reached its limit of computing due to the
achievement of maximum technological potential capabilities, hence multiple pro-
grams may have long execution time. That is why, complicated calculations are per-
formed in the schema of cloud computing. Even on a single machine, as well as on

Advances in Computer Science Research, vol. 10, pp. 53-65, 2013.
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multiple machines, it is natural to search for the appropriate code optimizations that
reduce the computation time.

There are two cases where optimization should be applied: programs whose run-
ning time is long, such as used in the geophysics (magnetotellurics) [13], or in pro-
grams where data must be processed quickly, such as in multimedia [17].

Optimization methods are currently looked for in many areas of science, such
as: video reconstruction [7], the problem of resource block allocation for downlink
Long Term Evolution (LTE) [10], acceleration of generalized minimum aberration
designs of hadamard matrices [4], acceleration of element subroutines in finite ele-
ment method [5], stereo images processing [8].

Optimization method presented in this article was examined. Method was tested
on a different computer architecture and in different operating systems. In each case,
program execution was timed, intermediate code examined (reverse engineering), and
results summarized. The results allowed to answer when, why and in which compo-
nent environments it is recommended to use a given method.

2. Compilation and optimizatfion methods

Compilation in all the environments mentioned in this article is performed in the same
way. In the beginning, the source code is compiled through compilers provided with
the package for developers into the intermediate code. The obtained files are then
compiled once again by a virtual machine at the program’s startup. Virtual machines
compile the intermediate code to machine code which is executed by the processor.
Compilation of the intermediate code to the machine code is performed by the JIT
compiler; it takes place in stages and is subject to ad hoc optimizations at intervals
set by the machine (thus the name: Just-in-Time).

JIT compilation occurs at the start of the application. It is performed at every
launch of the program, because it could happen that the intermediate code has been
moved to a different hardware platform or operating system. The purpose of the afore-
mentioned compilation is to translate the intermediate code into the machine code of
the currently used platform. Each code method or function is compiled only when
there is need for it. Thus, the program can run without being fully compiled, because
some methods may be unused. During the execution of the program, once the com-
piled parts are not lost and can be reused, they are loaded into the cache as ready to
use the machine code [6,12,15].

JIT compilation is limited only by one factor: time. This is due to the fact of
its execution during the launch of the application. Therefore, the analysis and code
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optimization cannot last as long as they could at the AOT (Ahead-of-Time) compila-
tion. [14] However, its advantages are code portability and application optimization
suited to the currently used hardware and operating system. To compare, applica-
tions compiled using the JIT techniques run faster than scripts which are executed by
interpreters [2].

The program can be implemented in many different ways and in all cases the
result will be correct. However, certain approaches can be [3]:

— easier (the solution of the problem itself thanks to which the implementation can
be easier and more understandable);

— cleaner (they use less memory);

— easier to maintain (to adapt the code to frequent changes and improvements);

— faster (time to obtain the result is shorter).

3. Methodology and test performance characteristics

In order to distinguish test environments, later in the paper they are named by short-
cuts E64 and E32. Numbers designate operating systems (32 and 64 bits) installed in
the respective test environments.

Hardware specification (E64): Intel® Core™ 2 E6400 @ 2.46GHz (CPU),
1.5GB DDR2-667 (640MHz) (RAM). Operating systems (E64): Microsoft Windows
7 Professional SP1 (64bit), Fedora 16 (64bit).

Hardware specification (E32): Intel® Celeron® M520 @ 1.60GHz (CPU),
512MB DDR2-667 (532MHz) (RAM). Operating systems (E32): Microsoft Win-
dows XP Professional SP2 (32bit), Fedora 11 (32bit).

Virtual machines installed in an E32 and E64 environments: Microsoft .NET 4.0
(Windows), Microsoft .NET 2.0 (Windows), Java Development Kit 7u4 (Windows
and Linux), Mono 2.10.8 (Windows), Mono 2.4.3 (Fedora 11 - E32), Mono 2.10.5
(Fedora 16 - E64).

In order to reach objective test results, all testing was performed in the same
way, in accordance with the principles set out below.

— Tested instructions were carried out in a loop; the total time of their operation
was measured. The loop had a predefined amount of iterations.

— If the test required sample data, they were randomized for each iteration of the
loop. Randomizing took place before the measurement of time and the values
were stored in arrays. Data were randomized in order to keep the conditions close
to real application run. Thanks to randomization, the data were both pessimistic
and optimistic (those that can make to return result faster or slower).The random-
izer was initiated using current time.
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— The measurements were performed for each test ten times. It is always the short-
est time of all that was chosen. This approach is burdened with the smallest error,
due to the applications that run in the background in a test environment [9].

— To measure time with nanosecond accuracy, methods provided together with
executing environments were used. In Mono and .NET, the Stopwatch class
from System.Diagnostics package was used, while in Java, it was the Sys-
tem.nanoTime() method.

— The use of the source code compilers to bytecode:

o NET, compiler csc with /o flag (optimization launch),

e Mono, compiler mcs with -optimize+ flag (optimization launch),

e Java, compiler javac (by default, optimization is turned on).

— The use of JIT compilers:

o NET, lack of interference in the applied optimization,

e Mono, compiler mono with flag -O=all (turn on all possible optimization),

e Java, compiler java with flag -XX:+AggressiveOpts (optimizations foreseen
for the next release of JVM), also separately launched in mode -client and
-server.

4. Performance of the lazy evaluation

The test is performed in order to compare the time spans after the use of optimization
of the lazy evaluation. [11] The test cases provide for using optimization manually
and the lack of the optimization. In addition, tests were carried out for different ranges
of the variables that are permitted by conditional statements. This is performed to
check whether there is a correlation between the range of the permitted variables in
conditional statements and the time of the program execution. In addition, the test
is designed to draw attention to the memory usage and the intermediate code after
disassembling.

The test was performed as described by pseudo-code shown in Alg. 1. During
the randomization of sample data vector (variable vector) it is worth noting that the
numbers are randomized from the closed interval <-100;100>. Four variants have
been provided for the test; the fundamental difference is shown by Tab. 1. In general,
in each variant timeConsumingFunction() (Alg. 2) have been executed and random
number from the first element of the vector variable have been checked. The content
of the Tab. 1 with the appropriate variant should be inserted in the comment’s place
in the pseudo-code shown in Alg. 1. The timeConsumingFunction() is designed to
perform several calculations (addition, multiplication, division with remainder) that
perform longer than it takes to compare numbers. The condition upon which the
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function printOnScreen(count) is executed is noteworthy. In testing, the condition
was never fulfilled, but using it ensured that the optimizer does not recognize the
count variable as unused in the code. Optimizers encountering unused variables in the
code often use additional optimizations, which had an impact on the test. Typically,
fragments of the code which handle such variables are treated as redundant, and this
fragment of code is the main part of the test. Lack of that condition caused shortening
of the times measured.

Algorithm 1 pseudo-code for the test of the lazy evaluation
Ensure: time
1: for i=0 to i < 1 000 000; i++ do
2:  forj=0toj<10;j++do
3 vector[i][j] = randomNumber()% 201 - 100;
4 end for
5: end for
6: startTime();
7
8

: for i=0 to i < 1 000 000; i++ do
: if /* Different cases from Tab. 2 */ then
9: count++;

10: end if
11: end for

12: stopTime();

13: if count > 500 000 then
14: printOnScreen(count);
15: end if

Algorithm 2 timeConsumingFunction
Require: vector
Ensure: boolean

1: sum=0;

2: var=1;
3: fori=0toi< 10;i++ do
4: sum += vector|[i];
5
6
7

var *= vector[i];
: end for
: return ((sum + var) % 2 == 0) ? true : false;
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Table 1. Variants for the test of the lazy evaluation

Variant Code to insert
B1 - before optimization, permitted range (0;100), |timeConsumingFunction(vector[i]) &&  vec-
half of the range of values which have been ran-|tor[i][0]<100 && vector[i][0]>0
domized into the vector variable
B2 - after optimization, permitted range (0;100) , |vector[i][0]<100 && vector[i][0]>0 && timeCon-
half of the range of values which have been ran-|sumingFunction(vector [i])
domized into the vector variable
B3 - before optimization, permitted range (50;100) |timeConsumingFunction(vector[i]) &&  vec-
, one fourth of the range of values which have been|tor[i][0]<100 && vector[i][0]>50
randomized into the vector variable
B4 - after optimization, permitted range (50;100), |vector[i][0]<100 && vector[i][0]>50 && time-
one fourth of the range of values which have been|ConsumingFunction(vector[i])
randomized into the vector variable

In Tab. 2 all the times measured during the test have been gathered. In addi-
tion, the acceleration of using various optimization variants with different order of
conditions and ranges of permitted variables has been calculated.

The measured times in the test environment E64 and E32.

Execution time in variants B1 and B3 in every case is almost equal. Using opti-
mization of the lazy evaluation (B2, B4) always reduced the duration of the program
execution. More restrictive limit range of permitted values (variant B4) additionally
reduces the program’s execution time.

The measured times in the test environment E64.

The fastest is the program executed in .NET Framework and in the JVM, client ver-
sion in Windows 7 in variant B4. The slowest is the program executed in variants B1
and B3 in the JVM, client version in Windows 7 and in Mono in Fedora 16.

The measured times in the test environment E32.

The fastest is the program executed in .NET Framework and in the JVM, client ver-
sion on both operating systems in variant B4. The slowest is the program executed
in variants B1 and B3 in the JVM, client version in both operating systems. Note the
variant B4 in JVM client version on Fedora 11, where the execution time is almost
equal to the same variant in E64 test environment on Fedora 16.
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Table 2. Test results of the lazy evaluation

Environment Time [ms] Acceleration [ %]
B1 B2 B3 B4 |[(B1-B2)/B1|(B3-B4)/B3
NET 2.0 | 30918 | 21.645 | 30.398 | 16.446 29.99 45.90
NET 4.0 |33.233 | 22.120 | 32.427 | 16.701 33.44 48.50
Windows 7 Mono 41.313 | 28.161 | 41.305 | 20.334 31.84 50.77
E64 Java Client | 50.554 | 20.104 | 49.915 | 16.061 60.23 67.82
Java Server | 32.990 | 22.159 | 32.781 | 19.872 32.83 39.38
Mono 50.927 | 33.221 | 50.068 | 25.772 34.77 48.53
Fedora 16 | Java Client | 37.411 | 28.111 | 37.797 | 23.177 24.86 38.68
Java Server | 39.251 | 26.705 | 35.841 | 24.076 31.96 32.83
NET 2.0 | 50.233 | 34.898 | 49.396 | 25.617 30.53 48.14
NET 4.0 | 53.881 | 35.941 | 52.697 | 26.166 33.30 50.35
Windows XP Mono 69.747 | 45.637 | 69.621 | 32.336 34.57 53.55
E32 Java Client | 80.212 | 32.340 | 78.951 | 25.004 59.68 68.33
Java Server | 58.671 | 37.979 | 58.322 | 35.147 35.27 39.74
Mono 66.111 | 43.688 | 66.202 | 30.745 33.92 53.56
Fedora 11 | Java Client | 79.162 | 31.932 | 77.929 | 24.543 59.66 68.51
Java Server | 60.916 | 40.046 | 60.212 | 37.219 34.26 38.19

The acceleration in test environment E64 and E32.

The first acceleration was achieved after using the optimization of the lazy evalua-
tion on the code from the B1 variant, while the second was obtained after using the
optimization of the lazy evaluation on the code from the B3 variant. The main differ-
ence is the range limit of the first number from the vector variable in the conditional
statement. In the mentioned cases, the acceleration of the program execution has been
noted. There was a higher acceleration when the limiting range was from the inter-
val (50;100). However, there is no linear relationship between the various ranges and
acceleration.

The acceleration in test environment E64.

The smallest impact between the permitted range and acceleration is observed in the
JVM, server version in Fedora 16. The highest acceleration occurs in the JVM, client
version in the Windows 7 operating system. By optimizing the program in the JVM,
client version in Windows 7, it has grown from the slowest to the fastest. The smallest
acceleration was recorded in the JVM, client version in Fedora 16 with range (0;100).
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The acceleration in test environment E32.

The smallest impact between the permitted range and acceleration is observed in the
JVM, server version in both operating systems. The highest acceleration occurs in
the JVM, client version in both operating systems. By optimizing the program in
the JVM, client version in both operating systems, it has grown from the slowest to
the fastest. The smallest acceleration was recorded in the JVM server version (both
operating systems), .NET Framework and Mono (both operating systems) with range
(0;100).

Below are presented the Java bytecodes of conditional statement after disassem-
bling, which is the critical part of the test. Conditional statement in the B3 variant is
presented on Tab. 3, while in the B4 variant on Tab. 4. It should be noted that during
generation of the intermediate code by the compiler, it did not changed the sequence
of conditions. In the B3 variant, the sequence of execution is: function timeConsum-
ingFunction() (number 83:), comparison with the number 100 (number 92: and 94:),
and finally a comparison with the number 50 (number 100: and 102:). While in the
B4 variant the sequence of execution is (by changing the order obtained the accel-
eration in test): comparison with the number 100 (number 84: and 86:), comparison
with the number 50 (number 92: and 94:), and finally execution of the function time-
ConsumingFunction() (number 99:), if the previous conditions were met.

Table 3. Disassembly of Java bytecode — lazy evaluation before optimization in the
variant B3

81: aload_1

82: aload_2

83: invokevirtual #12; //Method timeConsumingFunction: ([I)Z
86: ifeq 108

89: aload_2

90: iconst_0 91: iaload

92: bipush 100

94: 1if_icmpge 108
97: aload_2

98: iconst_0

99: iaload

100: bipush 50
102: if_icmple 108
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Table 4. Disassembly of the Java bytecode — lazy evaluation after optimization in the
variant B4

81: aload_2

82: iconst_0

83: iaload

84: Dbipush 100

86: 1f_icmpge 108
89: aload_2

90: iconst_0

91: iaload

92: bipush 50

94: 1if_icmple 108
97: aload_l

98: aload_2

99: invokevirtual #12; //Method timeConsumingFunction: ([I)Z
102: ifeq 108

Below are presented managed code compiled using a csc compiler provided
with .NET Framework disassembled by the Ildasm tool. It shows the managed code
of conditional statement in the variants B3 (Tab. 5) and B4 (Tab. 6). It is worth not-
ing that the instructions after compiling with mcs compiler provided with Mono en-
vironment are identical after disassemblation by the Ildasm tool. In the B3 variant
the sequence of execution is: function timeConsumingFunction() (lines IL._0060 and
IL_0065), comparison with the number 100 (line IL_006c¢), finally a comparison with
the number 50 (line IL_0073). While in the B4 variant, the sequence of execution is
(by changing the order obtained the acceleration in test): comparison with the num-
ber 100 (line IL_0063), comparison with the number 50 (line IL_006a), and finally
execution of the function timeConsumingFunction() (lines IL_006e and IL_0073), if
the previous conditions were met.

In summary, the best solution is to use optimization of the lazy evaluation in
all environments. Its effectiveness depends on the permitted values in conditional
statement. More restrictive conditions must be applied at the beginning of a con-
ditional statement, because they allow eliminating most cases at the beginning and
probably further check will not be necessary. Due to this, greater acceleration could
be achieved, but it also still depends on the specific runtime environment. But we
should not forget that more restrictive conditions may be much more expensive com-
putationally. In this case, times should by measured again, because less expensive
computationally conditions maybe should be checked earlier. There should be found
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Table 5. Disassembly of thr managed code compiled with csc compiler and used
Ildasm tool — lazy evaluation before optimization in the variant B3

IL_005e: 1ldloc.0

IL_005f: ldloc.l

IL_0060: callvirt instance bool SprawdzanieWarunkowPRZED.
SprawdzanieWarunkowPRZED:: timeConsumingFunction (int32[])

IL_0065: brfalse.s IL_0079

IL_0067: 1ldloc.1

IL_0068: 1ldc.i4.0

IL_0069: ldelem.id

IL_006a: ldc.id.s 100

IL_006¢c: bge.s IL_0079

IL_006e: ldloc.1

IL_006f: 1dc.i4.0

IL_0070: ldelem.id

IL_0071: 1ldc.id.s 50

IL_0073: ble.s IL_0079

Table 6. Disassembly of the managed code compiled with csc compiler and used
Ildasm tool — lazy evaluation after optimization in the variant B4

IL_005e: 1ldloc.1

IL_005f: 1dc.i4.0

IL_0060: ldelem.id

IL_0061: ldc.id.s 100

IL_0063: bge.s IL_0079

IL_0065: 1ldloc.1l

IL_0066: 1dc.i4.0

IL_0067: ldelem.id

IL_0068: 1ldc.id.s 50

IL_006a: ble.s IL_0079

IL_006¢c: 1ldloc.0

IL_006d: ldloc.1l

IL_006e: callvirt instance bool SprawdzanieWarunkowPO.
SprawdzanieWarunkowPO:: timeConsumingFunction (int32[])

IL_0073: brfalse.s IL_0079

62



Lazy evaluation method in the component environments

the middle ground solution between the time of checking and the range of permissible
values. The most important thing in this case is the programmer’s knowledge about
the problem. Particular attention should be paid to the fact that when the optimization
is not applied, the effect of limiting the range is negligible. The use of optimization
does not affect the additional memory consumption, which is at a constant level.
Garbage Collector and the optimizations implemented in all environments can easily
handle memory management.

5. Conclusions

The authorial contribution is the analysis of acceleration in the component environ-
ments after using various optimization with conclusions about it. Benchmarks pre-
sented in this paper may help developers to write their own code. On this basis, they
can determine that in their case, the optimization would be effective or not. The anal-
ysis specifies opportunities to optimize the code in the various stages of the work
with it. The entire testing process, allow to explain and understand what the opti-
mizations do. Testing is also a time-consuming task, so they will not have to undergo
the same testing process as shown in article, thanks to the results and conclusions
to every test presented here. In the test, also the factors on which effectiveness of
optimization method may depend have been pointed, such as the limiting range in
the optimization of the lazy evaluation. In this article, the intermediate code was an-
alyzed by using reverse engineering methods. The analysis of the intermediate code
which provides instructions similar to those that would be executed by the processor,
allows to understand the essence of the optimizations.
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METODA ,,LAZY EVALUATION” W SRODOWISKACH
KOMPONENTOWYCH

Streszczenie Artykut opisuje uzycie metody optymalizacji kodu “lazy evaluation” w $ro-
dowiskach komponentowych (Java VM, MS .NET, Mono). Pomimo zaimplementowanych
rozwiazai w optymalizatorach, wystepuja przypadki, gdy dorazne zoptymalizowanie kodu
skutkuje przyspieszeniem pracy programu. Optymalizacja kodu jest przeprowadzana pod-
czas kompilacji JIT (Just In Time) w §rodowiskach komponentowych, dlatego kod nie moze
zosta¢ w petni zoptymalizowany. Optymalizacja i kompilacja nastgpuje w momencie wy-
wotania danej czesci kodu przez aplikacje. Skutkuje to ograniczonym czasem, ktdry jest
dostepny na poszukiwanie najlepszej optymalizacji. Dostgpny czas musi zostaé¢ zbalanso-
wany pomigdzy czas odpowiedzi programu, a wybér optymalnej metody optymalizacji. Ar-
tykut zakoniczono wnioskami, ktére pozwalaja odpowiedzieé na pytanie, kiedy uzycie me-
tody “lazy evaluation” jest zalecane.

Stowa kluczowe: optymalizacja kodu, Srodowiska komponentowe, lazy evaluation
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Abstract: Nowadays, the primary place of information exchange is the internet. Its features,
such as: availability, unlimited capacity and diversity of information influenced its unrivalled
popularity, making the internet a powerful platform for storage, dissemination and retrieval
of information. On the other hand, the internet data are highly dynamic and unstructured. As
a result, the internet users face the problem of data overload. Recommender systems help
the users to find the products, services or information they are looking for.

The article presents a recommender system for music artist recommendation. It is composed
of user-based as well as item-based procedures, which can be selected dynamically during
a user’s session. This also includes different similarity measures. The following measures
are used to assess the recommendations and adapt the appropriate procedure: RMSE, MAE,
Precision and Recall. Finally, the generated recommendations and calculated similarities
among artists are compared with the results from LastFM service.

Keywords: collaborative filtering, music recommendations, recommender systems

1. Introduction

Recommender systems (RS) are methods approaching the problem of information
filtering. Their task is to register and analyse a user’s preferences and generate a
personalised list of items. In other words, the systems filter the information that may
be presented to the user based on their interest. As input data, they register products’
ratings, views of Web sites, purchases of items, as well as specific characteristics or
descriptions of the products [11].

Recommendation concerns, among the others, news, music, video, content of
e-learning courses, books and subject of web sites or web site navigation.

Advances in Computer Science Research, vol. 10, pp. 67-79, 2013.
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Music is regarded as particularly difficult domain for recommender systems ap-
plication [3]. It combines the fields of music information retrieval (MIR) and rec-
ommendations [14]. There are several approaches addressed this problem. The eas-
iest solution is to gather ratings from users, however this type of data is difficult
to obtain and can contain, sometimes intended, outliers and noise. The other ap-
proach is to count tracks played by users and process them to form ratings, e.g.
LastFM (http://www.lastfm.com) . Finally, input data can be users’ playlists com-
posed of their favourite songs and artists. There are also methods, which process
music streams extracting fundamental complex features from the records, e.g. Mufin
(http://www.mufin.com), Pandora (http://www.pandora.com).

The article presents a recommender system for music artist recommendation.
It uses track play counts as input data. Different RS approaches, including simi-
larity measures, have been implemented and evaluated using efficiency coefficients
and compared to LastFM service results. The paper is organised as follows: the next
section introduces recommender system domain: classification, problems, similarity
measures and evaluation. The following part presents selected music recommenda-
tion solutions. The last two sections concern experiments as well as analysis of the
results and the final conclusions.

2. Introduction to recommender systems

Recommender systems help customers to find interesting and valuable resources in
the internet services. Their priority is to create and examine users individual profiles,
which contain their preferences, then update the service content to finally increase
the user’s satisfaction. This section introduces recommender systems: their classifi-
cation and main problems. It presents selected similarity measures and lists the most
common approaches to recommendations evaluation.

2.1 Classification and problems in recommender systems

Considering a type of input data as well used methods, recommendation systems are
divided into content-based, collaborative filtering (CF), knowledge-based and hybrid
[9].

Content-based recommendations (called content-based filtering) base on at-
tribute (characteristic) vectors of items created from text connected with the items,
e.g. their description, genre, etc [11]. As an example, in case of books, the item char-
acteristics include its genre, topic or author. The content-based algorithms recom-
mend items, which are similar to highly rated by the user other items in past. As an
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example, if a user liked (rated or bought) X movie, a recommender system searched
other movies, which were similar to X with regard to its genre, title, director’s name
or description of the story. The main advantages of content-based systems are: rel-
atively simple implementation and independence of users. The disadvantages are: a
problem of "cold start" for users and the requirement of items’ features analysis.

Knowledge-based approach is better for one-time users stores, e.g. selling cam-
eras (people do not buy cameras often) [1]. The approach bases on technical attributes
of the items and user preferences, also weighted, related to the attributes. Knowledge
acquirement is often realised by interaction with users. This is an approach, where
the "cold start" problem does not appear and users’ data are not required to store for
long time, however they have to use specific techniques to gather the knowledge.

Collaborative filtering techniques search similarities among users or items, how-
ever only archives of users behaviour are analysed [1]. As an example, similar users
have mostly the same products in their baskets and similar items are bought by the
same customers. This is the most preferred technique in recommender systems. They
based on the assumption, that if two users have the same opinion on the particular
item, it is very likely they like similarly other items. The most important advantages
of this kind of systems are: high precision, simple implementation, no additional
knowledge about a domain or objects. The long list of advantages is supplemented
with the following disadvantages: a problem of "cold start" for users and objects and
poor scalability.

Hybrid approach combines at least two different methods: problems in each of
them are solved by strengths of the other one.

The most often issue in RS domain is cold-start problem [9]. It concerns a new
user case, when there is no information about their preferences, and a new item, when
a new object is added to the offer. Due to the fact, that the new object is not assigned
to any user, it can’t be recommended to anyone. Content-based approach solves this
issue by calculating similarity between the new and already stored items basing on
their features.

In arbitrary recommender system application, the number of offered items is
large, whereas a user during one session visits a few to tens of them. It results in
sparsity of input data and lower reliability in terms of measuring the similarity be-
tween customers [4].

Finally, however vitally important challenge in the field of on-line recommen-
dations is scalability. RS deal with large amount of dynamic data, however the time
of results generation should be reasonable to apply them in real-time applications. A
user reading news expects to see next proposition for him/her in seconds, whereas
millions of archived news have to be analysed [4].
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2.2 Methods of similarity calculation in collaborative filtering systems

The final content of a recommendation list significantly depends on the similar-
ity measure chosen for the recommendation system. To measure closeness between
points x = [x1,X2,...,X%,| and y = [y1,y2,...,Vm| One can use measures, which have
been adapted from relationship or distance among objects coefficients or coefficients
created especially for recommendations. For all similarity measures, their higher val-
ues indicate higher degree of similarity.

The most popular measure is cosine based one, which calculates cosine of the
angle between objects (see Equation 1). When two users or items are similar they
have comparable ratings, therefore they are close in space and have the same direction
from the origin. The value for the closest points is equal 1, whereas for the farthest:
-1.

m
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Another example of similarity measure is Pearson correlation, which calculates
the tendency of two series of paired values to move together proportionally. The
correlation is described by Equation 2 and has value from the interval [-1,1].
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Pearson correlation, although simple and often used in early research papers,
suffers from several disadvantages. First of all, the value does not consider relation-
ship between overlap values and the size of vectors. The other one is an undefined
value if a user has the same preference for all items.

Another variant of correlation based similarity is Spearman’s rank correlation
coefficient. It also measures the relation between variables, however instead of the
preference values their relative ranks are taken for computation. The ranks are based
on order of ratings, therefore the lowest score of a user have a rank equal 1, the
following one - a rank equal 2, etc. Equation 3 describes the coefficient; the rank
vectors x’ and y’ correspond to the preferences vectors, respectively x and y.

6- Y1 (% — i)
m-(m*>—1)

3)

SSpearman(xay) =1-

Tanimoto coefficient is a measure, which ignores preference values taking into
account sets of objects appearing in both vectors (see Equation 4).
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Distance based measures are commonly used for measure similarity among ob-
jects. To adapt their values for increasing according to their closeness rising one can
use Equation 5, in which d(x,y) denotes distance between x and y.

1
1- d(x)y)
Distance based similarity’s values are from interval (0,1]. The most popular dis-
tance measures in recommender systems are Euclidean and Manhattan metrics.

s(x,y) = &)

2.3 Evaluation of recommender systems

Evaluating recommender systems and their algorithms is a difficult task [8]. The main
reason is their data dependent performance. The approach should be adjusted to dif-
ferent values of ratings as well as to predominant number of users or items. The
second reason is changing data in time. Users’ tastes vary in time as new products
or items appear. Finally, many recommender systems use different metrics as well as
new measures are proposed, which are also dependent on a specific dataset.

However, there are measures, which are often used to assess prediction accuracy.
Predictive accuracy metrics measure how close the recommender system’s predicted
ratings are to the true user ratings [8].

The most common example is RMSE, which has been popularised in Netflix
prize (www.netflixprize.com). It is described by Equation 6, in which the difference
between predicted p and real r rating is calculated. Similar measure is MAE (see
Equation 7), however it is more tolerant for high rating divergences. Both metrics
should have the lowest values.

RMSE = (6)

1 m
MAE:;Z|p,-—r,-| (7
i=1

Another approach to recommendations evaluation uses metrics from information
retrieval domain: Precision and Recall. They were applied for RS by Sarwar [12].
Items can appear in recommendation list and be relevant (N,,) or irrelevant (N,;).
They can be not recommended, as well, but be in fact relevant (V,,) or irrelevant
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(Ny;). Precision is defined as the ratio of relevant items recommended to number
of all items in the recommendation list (Equation 8), whereas Recall is defined as
the ratio of recommended relevant items to total number of relevant items available
(Equation 9).

.« . Nrr
Precision = —— (8)
Nrr +Nri
Nrr
Recall = ——— &)
Nrr +Nnr

Precision represents the probability that a recommended item is relevant,
whereas Recall calculates the probability that a relevant item is recommended. It
is desirable to have the highest values of these metrics.

3. Music recommendation

Music is a part of people’s everyday life. We can listen to the music on the radio,
on the internet or buy albums in stores. However, only promoted or the most popular
music is easy to find. Recommender systems are a good tool to address the problem.

The most popular approaches to music recommendation are: collaborative fil-
tering, content-based information retrieval, emotion-based and context-based models
[14].

The collaborative filtering music recommenders base on history of track plays or
direct music ratings. Interesting solution is automated playlist generation [3], where
collocated artists are identified basing on their occurrence in the playlists.

Content based procedures analyse songs’ description, features or acoustic char-
acteristics [5]. Based on extracted features, data mining algorithms, such as clustering
or kNN classification is applied.

Similar to content-based approach, the emotion-based models base on patterns
of acoustic characteristic, however prefer perceptual features such as energy, rhythm,
temporal, spectral, and harmony [2].

Context-based approach uses public opinion to discover and recommend music
[10]. Popular social networks websites provide rich human knowledge such as com-
ments, music reviews, tags and friendship relations. The context-based techniques
collect the information to identify artist similarity, genre classification, emotion de-
tection or semantic space.

Music database is an example of extremely huge size source of data. There
is a large number of music artists, however there is far more of music fans. Al-
though there are popular music discovery websites such as LastFM, Allmusic
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(http://www.allmusic.com) or Pandora (http://www.pandora.com), many new meth-
ods in scientific articles appear. The most often proposed are the hybrid recommender
systems, which are a good solution to cope with the size of data [6].

4. Experiments

This section presents results of experiments with a hybrid system of music recom-
mendation. The system was created as a part of master thesis in Bialystok University
of Technology [7]. It is a Web application using Apache Mahout library [16].

Training data was extracted from LastFM music service in form of text files
presented in Figure 1. The set contained ratings of 500 users, who listened 13680
tracks of 4436 artists. On average, one user listened to 27.36 songs, whereas one
artist was played 3.08 times. Each row of the file contains a user id, date and time of
the listening, an id and a name of the artist, an id and a name of the track played by
the user.

user_000001 |2009-05-02T15:24:457 3d05eb8b-1644-+4Hero ccTdadf6-dfde-4f88-2921-0f3b13f517d1 Stoke Up The Fire
user_000001 2009-05-02T15:19:46Z 3d05ebdb-1644-+4Hero 0024d72c-136f49f2-9078-ce4b39b94d3f Something In The W
user_000001 |2009-05-02T15:13:49Z 3d05ebBb-1644-+4Hero 2f550569-8859-43456-a554-f698eef3ffe Play With The Char
user_000001 |2009-05-02T15:08:57Z 3d05eb8b-1644-+4Hero 00b811a4-7T62b-492e-b5ef-9a673a55dasT Give In
user_000001 |2009-05-02T15:05:06Z 3d05eb8b-1644-+4Hero b79e44f0-2a27-4f50-8a08-ce959a48c9c0 Sink Or Swim
user_000001 |2009-05-02T15:00:59Z 3d05ebdb-1644-+4Hero 6b71d43e-9255-4abd-59da-921fe00070a1 Look Inside
user_000001 |2009-05-02T14:56:52Z 3d05eb8b-1644-+4Hero 0fef630e-df3d-4880-97b6-06eb3e2767a7 Morning Child
user_000001 |2009-05-02T14:56:527 3d05eb8b-1644-+4Hero 8e9ecddd-2248-46f-aff4-2982f107159a Take My Time
user 000001 2009-05-02T14:52:15Z2 3d05ebdb-1644-+4Hero Ofef630e-df3d-4880-97b6-06eb3e2767a7 Morning Child

Fig. 1. Data extracted from LastFM service

The aim of the practical part of the article was to construct and evaluate a recom-
mender system in real environment (see Figure 2). It concerns the source of data, de-
ployment of the application on the server as well as the way of evaluation, which was
comparison to recommendation lists from LastFM. To make its recommendations ef-
fective, the system had to adapt the procedure of recommendations to an active user
basing on implemented measures of errors.

One of the main problem was to preprocess the data assigning users to tracks
with a rating value. It was performed using the count of track plays. The first step was
to normalize the number of plays (see Equation 10) and rank the results with integers
from the interval [1,2,3,4,5]. The symbols used in the equation are the following:
r(uj,t;) - means the rating value, |u;(¢;)| is a number of plays of track ¢; of user u;,
|u;| is a total number of plays listened by the user u; and the remaining component
denotes maximal number of plays of a particular track listened by one of users from
input data.
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Fig. 2. The architecture of the created recommender system
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The normalisation operation does not affects the data relationship; the graphs
presenting the most often played artists and their popularity for randomly selected

user are similar (see Figure 3).
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Fig. 3. The most often played 50 artists popularity for randomly selected user before (left) and after

(right) data processing
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Density of the prepared users’ rating matrix calculated using Equation 11 (p is
a number of ratings, m - a number of users and # - a number of artists) was 0.62%,
which is high enough to apply collaborative filtering procedures and not influencing
negatively on time of a generated list of recommendations.

p
= 11
p=r an
The value 1 was the most frequent rating in the processed data (47.41%), fol-
lowed by 2 (25.58%), 3 (11.24%), 5 (9.9%)and 4 (5.86%). It is worth mentioning
that the choice of the ratings range was not only dictated by its popularity. The ex-
periments results performed for the range [1,..,10] using RMSE value were worse.

The algorithms taken for the experiments were user-based as well as item-based
collaborative filtering methods. The similarity measures were: cosine measure, Pear-
son and Spearman correlation, Tanimoto coefficient, Manhattan and Euclidean dis-
tance based measures.

In user-based approach it is necessary to determine neighbourhood of an active
user. The most popular approach is to identify its k nearest neighbours (kNN method).
A number of the neighbours is important and affects precision of recommendations.
Table 1 contains the results of RMSE for various number of k.

Table 1. RMSE in user-based approach for various number of neighbours and different similarity mea-
sures.

k |Manhattan|Euclidean |Cosine |Pearson |Spearman rank|Tanimoto
dist. based |dist. based |similarity |correlation |correlation coefficient

5 [1.35 1.41 1.70 1.53 1.63 1.33

10 |1.56 1.31 1.56 1.51 1.61 1.31

15 |1.67 1.36 1.59 1.54 1.62 1.33

20 |1.76 1.36 1.60 1.53 1.65 1.34

25 |1.79 1.35 1.63 1.54 1.65 1.34

30 |1.79 1.35 1.60 1.53 1.65 1.34

35 [1.79 1.35 1.60 1.53 1.63 1.33

40 (1.81 1.33 1.59 1.55 1.61 1.33

45 |1.78 1.31 1.56 1.56 1.60 1.33

50 |1.80 1.32 1.54 1.57 1.61 1.33

75 |1.75 1.30 1.45 1.60 1.58 1.33

100(1.72 1.30 1.40 1.61 1.62 1.33

250(1.42 1.29 1.34 1.61 1.67 1.32

500(1.33 1.29 1.34 1.61 1.67 1.32
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In most of the similarity measures cases the value of RMSE decreases when
the size of neighbourhood rises. The exception are both correlation coefficients. The
greater number of neighbour users requires more time to identify and process them.
Taking the mentioned information into account, the optimal results is ~ 1.30 gener-
ated for 100 and 250 size of neighbourhood and Euclidean based as well as Tanimoto
coefficients.

The best values of user-based results were compared to item-based approach
(see Table 2). In this case the best similarity is Manhattan distance based measure. In
case of Spearman correlation no results were generated. In all cases, the item-based
solution generates recommendations much faster that user-based methods.

Table 2. Comparison of user-based and item-based approach for different similarity measures.

Similarity user-based item-based
MAE|RMSE time [s]|MAE|RMSE]|time [s]
Manhattan|0.97 |1.35 (0.704 [0.65 [0.99 |0.007
Euclidean |0.96 |1.30 {0.303 |0.82 [1.15 |0.009
Cosine 1.08 |1.40 |0.320 [0.85 |1.17 ]0.008
Pearson |1.13 |1.53 |0.302 [1.06 [1.51 |0.010
Spearman |1.18 |1.60 [0.322 |- -
Tanimoto |0.98 [1.31 |0.312 [0.84 |1.16 ]0.005

The results presented above show, that there is no procedure of recommender
system, which is able to be the most effective during its work. It depends on the
ratio of the number of users and items as well as on density of the rating matrix.
One of the solutions is to combine various approaches and to change the systems
according to their performance. In the system presented in this paper the method of
recommendation generation is changed in case of efficiency deterioration.

Finally, the system composed of the selected RS methods was compared with
LastFM results. The highest coherency of recommendation lists was equal 35%. The
similarity between artists was also compared as follows. For every singer or band
from training data the system generated 100 most similar the other artists. The list
was compared to 100 most similar artists from LastFM service generated for the
same singer or band. Figure 4 presents the percentage measure values of coherence
for each of the artists. One can notice similarity about 30-40%, however there are
many values approximately equal 90%.

76



Collaborative filtering recommender systems in music recommendation

100%

Fig. 4. Comparison of artists’ similarity coherence calculated by the proposed system and LastFM ser-
vice

5. Conclusions

This article presents an approach to music recommendation based on predictive effi-
ciency, which was tested in real environment. The recommendations proposed in the
created system are evaluated using error based coefficients as well as compared to real
results from the LastFM service. The system combined different approaches: user-
based and item-based to generate the recommendations effectively. Despite small size
of training data, the obtained results were better than the authors expected. Thereby,
they considered them as satisfactory.

Future research can be connected with attachment content based part for similar-
ity calculation among artists as well as tracks. Description of artists or tags for tracks
can be taken as input data. Due to limitations of predictive approach of evaluation, the
other effectiveness measures can be used. An example is Intra-List Similarity Mea-
sure [15], which increases diversification of recommendations with regard to their
sort or topic. Another approach is to track users’ clickstream. If an active user selects
none of the proposed tracks, the procedure of recommendation can be changed and a
new list generated.
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SYSTEMY TYPU COLLABORATIVE FILTERING
W REKOMENDACJI MUZYKI

Streszczenie W obecnych czasach gtéwnym miejscem wymiany informacji jest internet.
Jego cechy, takie jak: wysoka dostgpnosé, nieograniczona pojemnos¢ i réznorodnos¢ in-
formacji wptynety na jego niezréwnana popularno$¢. W ten sposéb internet stat si¢ po-
tezng platforma do przechowywania, rozpowszechniania i udostgpniania informacji. Z dru-
giej strony, dane internetowe sg bardzo dynamiczne i niestrukturalizowane. W rezultacie,
uzytkownicy internetu musza radzi¢ sobie z problemem przetadowania danych. Systemy re-
komendujace stuza pomoca uzytkownikom w celu znalezienia poszukiwanych produktéw,
ustug lub informacji.

W artykule przedstawiono system rekomendujacy artystow muzycznych. Sktada si¢ on
z procedur typu user-based oraz item-based oraz réznych sposobéw szacowania podobieri-
stwa, ktére moga by¢ zmieniane dynamicznie podczas sesji uzytkownika. Do oceny list re-
komendacji wykorzystano nastgpujace miary: RMSE, MAE, Precision i Recall. Dodatkowo,
wygenerowane rekomendacje i obliczone podobieristwa migdzy artystami sa porownywane
z wynikami z serwisu LastFM .

Stowa kluczowe: systemy rekomendujace, rekomendacja muzyki, wspdlna filtracja

Artykut zrealizowano w ramach pracy badawczej S/W1/3/2013.
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ADVANCES IN COMPUTER SCIENCE RESEARCH

AUTOMATIC RECOGNITION OF MULTIPLE BRANDS
IN IMAGES ON MOBILE DEVICES

Marcin Skoczylas

Faculty of Computer Science, Bialystok University of Technology, Biatystok, Poland

Abstract: Visibility of the product on a shelf is an important task of modern marketing
principles. Very often companies have agreements with merchants that particular product
will be visible and cover defined percentage of the shelf. This trivial task of counting the
amount of products or branding logos that are visible within a certain range, is performed
manually by an auditor that checks if the agreement is fulfilled. Up till now there does not
exist an easy, mobile mechanism that allows to easily capture, recognise and count defined,
multiple objects that are visible in the surroundings of the user. Such scenario however, can
be achieved using modern mobile phones and their cameras to capture surroundings, and
then use their computing power to perform the recognition and counting. For this purpose,
feature detectors (such as SIFT, SURF or BRISK) are utilised to create a database of products
box images and extracted keypoints are stored. In a new image keypoints are found using
the same feature detector, but to avoid problem of multiple identical keypoints, the image is
divided and analysed using a sliding window. Keypoints from a window are extracted and
are considered as candidates for keypoints that correspond to training images. When enough
points are found then perspective transform is calculated. If detected corners are correctly
shaped then product is marked with recognised class. In this paper preliminary results of
a mobile framework that allows recognition and counting of visible products in surroundings
of the user will be presented.

Keywords: visual shelf monitoring product cover logo recognition keypoints detection mo-
bile devices

1. Introduction

Visual shelf monitoring is a known method of checking products availability. There
exist commercial applications that are able to monitor goods on the shelf and raise
alarms when certain product is not available!. Such applications are relying on a sim-
ple detection mechanisms, such as comparing two adjacent images captured in two

Advances in Computer Science Research, vol. 10, pp. 81-97, 2013.
! for example http://mathecsys.com/visual-shelf-monitoring/
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different moments of time, and raise alarms when an empty space is visible instead of
a package or branding logo. This technology however, requires a static camera atta-
ched that is monitoring space only to a limited extent. Any angle changes or camera
movements require image fetching calibration.

In a modern world there exists a requirement to perform image analysis in a fast
and mobile way. As an example let’s consider a typical check of the visibility of the
product availability in shops, especially counting of products visibility percentage.

Visibility of the product on a shelf is an important task of modern marketing
principles. Very often companies have agreements with merchants that particular
product will be visible and cover defined percentage of the shelf. To confirm that
the agreement is fulfilled the auditor is checking several shops and shelves every day.
To check that the product is visible within a set range, this trivial task of counting
the amount of products visible is performed manually by a person that checks if the
agreement is fulfilled. Recent mobile phones are gaining computing power and can
perform such tasks automatically.

Until now there does not exist an easy, mobile mechanism that allows a user
to easily capture, recognise and count defined objects that are visible in the surro-
undings. Such scenario however, can be achieved using modern mobile phones and
their cameras to capture surroundings, and then use computing power to perform the
recognition and counting. In this paper preliminary results of a framework that al-
lows recognition and counting of visible products in surroundings of the user will be
presented.

2. Requirements

In this section main purposes of the presented approach, as well as differences in
existing applications will be delineated.

The main purpose of the solution is a possibility of proper recognition and co-
unting products or visible branding logos in user surroundings. Shapes, representing
branding logos, are defined before capturing images on-site and are reused in follo-
wing runs of the algorithm. The idea of this approach is that the auditor will use only
a recent mobile phone (such as Android or iOS powered devices) with the recogni-
tion software installed. The auditor should be able to capture surroundings using his
mobile phone camera, and as a result of the procedure, the algorithm should give to
the user information about detected branding logos and visibility percentage. These
values can be stored for further processing by the auditor or merchant. In overall the
algorithm has to be robust with low computational complexity, but also with high
accuracy. It’s important to note, that packages and branding can (and certainly will)

82



Automatic recognition of multiple brands in images on mobile devices

be visible in user’s surroundings in different scales and rotations. The solution sho-
uld handle this situation gracefully, giving to the user possibility of different capture
angles and light intensities, possibly without complicated calibration.

There exist different approaches to image recognition problems, using texture
features classifiers [1], image processing filters, etc. Existing solutions can perform
correct image detection and recognition in captured images as static [2], but also mo-
ving images [3]. None of existing commercial solutions of visual shelf monitoring or
products visibility counting can capture and perform brand logo recognition in mul-
tiple images of user surroundings. Also the algorithms are aimed towards detection
and recognition of only one object visible in the image. The problem described in
this paper requires detection of multiple objects visible on multiple images.

3. Related work

Recognition of defined images on other images is a well-known problem and many
solutions are existing. Most popular approach is to extract from training images and
the captured image keypoints that are defining certain properties of the area. Different
keypoint extracting algorithms were invented by authors over last many years, these
include for example Scale-Invariant Feature Transform (SIFT [4]) or Speeded Up
Robust Features (SURF [5]), but also recently presented Binary Robust Invariant
Scalable Keypoints (BRISK [6]) and many others.

Topic of images recognition using keypoints descriptors became recently very
popular. For example, SURF algorithm was successfuly utilised for face recognition
[7] and road obstacle recognition [8]. The BRISK algorithm was implemened into
traffic sign recognition as presented in [9]. These objects are recognised using a key-
points detector and descriptors of the points from training images are used to find si-
milar descriptors in a captured image. One of such examples is also implementation
of SIFT object recogniser in FPGA presented recently [10]. Authors implemented
their algorithm using some of the concepts that are also a base for this publication,
however the difference is that the algorithm from [10] can correctly identify only one
object in the image. It’s not suitable for counting amount of the same objects visi-
ble on captured image, but the possibility of real-time calculations thanks to robust
FPGA implementation are promising.

There exist also different approaches to logo recognition as for example recen-
tly presented in [11]. Authors are classifying vehicle logos using SVM based on a
Bag-of-Words (BoW) approach. The algorithm extracts SIFT features and quantizes
features into visual words by ‘Soft-assignment’. The database is then used for new
objects recognition.
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All the algorithms above are mainly searching for one particular object in the
image. The purpose of this publication is definition of an algorithm, that can reco-
gnise multiple objects in the image, also repeating ones.

4. Recognition algorithm idea

4.1 Feature descriptors

Image feature descriptors are becoming a standard in current state of the art of image
recognition algorithms. Their application is mainly for detection and recognition pur-
poses, however there are additional tasks such as medical image registration [12]. For
this study, author selected most common and popular feature detectors: SIFT, SURF,
but also recently presented BRISK. Main principles of these three algorithms are
delineated in the following paragraph.

e Scale-Invariant Feature Transform (SIFT)

The SIFT algorithm is quite computational extensive algorithm that detects fe-
atures in images. Best thing about SIFT is that it is invariant to scale changes, but
also rotations and light intensity changes. The main algorithm can be boiled down to
these steps:

1. Scale space is constructed. The original image is incrementally convolved with
gaussian operator: L(x,y,0) = G(x,y,0) *I(x,y) multiple times, with different ¢
value? and then the resulting images are scaled down by a half. On scaled images,
again the gaussian convolution is applied and so on. This operation generates
multiple scale pyramids, with different ¢ parameters.

2. Local extrema are detected. Algorithm iterates for each pixel, that is compared
to a current image, one above and one below in the pyramid scale. A key point
candidate is detected only if it is larger than all neighbors or smaller than all
others.

3. Key point candidates are evaluated. Low-contrast features and edges (such as
corners) are removed.

4. Orientation is assigned to each key point. Gaussian smoothed image
is selected that has the same scale as the key point. For each
image pixel L(x,y) at this scale, the gradient magnitude, m(x,y) =
V(L(x+1,y) —L(x—1,y))2+ (L(x,y+1)—L(x,y—1))2 and orientation

2 suggested amount of octaves by SIFT author is 5

84



Automatic recognition of multiple brands in images on mobile devices

0(x,y) =tan~'((L(x,y+1) —L(x,y—1))/(L(x+1,y) — L(x—1,y))) are calcula-
ted around the key point. Orientation histogram is created with 36 bins (divided
orientations in 360°). Then, from the histogram a main gradient orientation
is identified by finding two preminent peaks. This key point is marked with
that found gradient orientation (thus orientation invariance can be applied by
removing that relative orientation).

5. Descriptor of the key point is generated. Image gradient magnitudes and orien-
tations are sampled around the keypoint location, a Gaussian weighting function
with ¢ equal to one half the width of the descriptor window is used to assign
a weight to the magnitude of each sample point, orientation histograms over 4x4
regions are created and a descriptor vector is created by concatenating all orien-
tation histogram entries. This descriptor vector is normalised. Finally, a SIFT key
point descriptor vector is obtained that contains 128 values.

e Speeded Up Robust Features (SURF)

SUREF algorithm is also known as an approximate version of SIFT. Main idea of
the algorithm is similar, however in SURF authors drew attention to the performance
and applied algorithm optimalisations. As presented by authors, the algorithm outper-
forms SIFT in terms of the quality and performance. Scale pyramid is not constructed
as in SIFT, instead different filter sizes (octaves) are used to achieve the same pur-
pose (the scale space is analysed by up-scaling the filter size rather than iteratively
reducing the image size[13]). Main algorithm steps are:

1. 2 Aproximate Laplacian of Gaussian images are created by using a box filter
x ¥

and integral images: [;;;(x,y) = Y. Y I(i, j). Integral images are optimisations for
i

computations of intensities of any rectangle from the original image.

2. Key points are detected by applying Hessian determinants. Hessian matrix eige-
nvectors construct an orthogonal basis that shows direction of the curve of the
image, local extremum can be detected easily when product of eigenvalues is
positive. Maxima are interpolated in scale and image space.

3. To get rotation invariant key point descriptor, a Haar wavelet responses are cal-
culated in x and y direction (invariant to light intensity changes), in a circular
neighborhood of radius 6s (s is the scale of the detected key point). Points are
weighted using a Gaussian of 2.5s and dominant orientation (vector) is found:
sum of all responses within a sliding orientation window that covers angle of §
is calculated, and a new vector for the sliding window is obtained by summing
horizontal and vertical responses.

85



Marcin Skoczylas

4.

Descriptor of the key point is generated. A region is constructed from a square
of size 20s that is centered on each key point, orientation is the same as previous
step vector. Region is divided into 4x4 square sub-regions, a feature vector is cal-
culated for each region: haar wavelets are calculated for sub-region, and wavelet
responses are summed: v = (Y. dx,Y.dy, Y. |dy|, ¥ |dy|) with respect to the detected
orientation. Finally, a SURF key point descriptor vector is obtained that contains
64 values.

Binary Robust Invariant Scalable Keypoints (BRISK)

BRISK is a novel algorithm presented recently. As authors state the quality of

key point detection is compared to top state-of-the-art key detector SURF, but needs
less computation time. This is achieved by detecting key points in octave layers of
image scale pyramid, but also in layers in-between in continuous domain via quadra-
tic function fitting. Brief description of the BRISK method [6]:

1.

86

Octaves in scale pyramid are created by half-sampling original image, in addi-
tion intra-octaves located in-between layers are created by downsampling origi-
nal image by a factor of 1.5 and successive half-sampling.

. A FAST[14] corner detector with a mask of 9 consecutive pixels in a 16-pixel

circle is applied on every layer and sub-layer (intra-octave) with the same thre-
shold 7" and ROIs are detected.

Within detected ROIs all points are tested to meet maximum condition against its
8 neighboring FAST scores in the same layer (a corner is detected). Then, scores
in layer above and below are checked and need to be lower than this detected
maximum.

To limit complexity, a 2D quadratic function is fit to the 3x3 patch surrounding
the pixel and three sub-pixel maxima are determined (from layer of the keypoint,
one above and one below). Maxima are interpolated using 1D quadratic function
along the scale space and local maximum for score and scale is found. Image
coordinates are interpolated between patches in layers to the scale found.
Descriptor of the key point is generated. A sampling pattern is defined: these are
N locations equally spaced on circles concentric with the keypoint[6]. A Gaus-
sian smoothing is applied with &; proportional to distance between points and
respective circle. Two subsets are created: short-distance pairs and long-distance
pairs. A local gradient is calculated for long-distance pairs, gradients are summed
and feature orientation o is found, then a descriptor is formed from short-distance
pairs that are taken from a sampling pattern rotated using that orientation: a bit-
vector is constructed by performing comparison of all short-distance pairs:
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V(pt pt) €5, b= 4 1 1P0) > 1(pr o)
Y 0, otherwise

4.2 Product detection and recognition

First, original product images database is created. From all images from the products
database keypoints are detected using one of features detector described in section
4.1. Keypoints feature descriptors associated to each product image from the database
are stored, these are reference vectors of descriptors used for products recognition.
Thus, for each product or brand logo image, a vector P, of features descriptors is
created. Note, that this vector can have various sizes, depending on complexity of the
image.

When a new image is acquired by a mobile camera, first the keypoints are sear-
ched using the same detector as used for the database creation. When a set of image
keypoints descriptors W,;; is obtained, the image is scanned using a sliding window,
which size is selected iteratively, starting from a small size and iteratively doubled.
Image is divided into d equal-sized areas. Starting value of the divider parameter d
can be tweaked based on the expected accuracy of the recognition®. It is important
to note, that image division is needed to correctly associate training image keypoints
with these from a window. If a window overlaps two identical images that have the
same keypoints, but in different places, then the calculation of proper homography is
problematic. Thus, that parameter has a key role in a definition of a minimal size of
the training image visible in the captured image.

For each window size the image is scanned using a sliding window: keypoints
inside that window are extracted, detection is performed and finally recognised key-
points are removed from W,;;. The sliding window is moved from top-left position
to bottom-right in steps. The step size is set to a half of the window size (indepen-
dently: half-vertical and half-horizontal). When sliding is finished the window size is
doubled to include bigger area and so on. Process is stopped when previous window
size encompassed the original image.

During scanning of sliding window only a part of keypoints from the whole
image are taken into consideration, such that coordinates of the keypoints are inside
current area of the window. Detection of products and recognition is performed using
a technique called keypoint matching [15], but only keypoints detected in a current

3 for example 1/4 of original image size, but also one can get good results with 1/8 or even 1/2.
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area of the sliding window are considered (a set W; ;). A nearest neighbour kNN se-
arch is performed on each product keypoints descriptors vector (P;) and window’s
keypoints set (W; ;) with* K = 2. Found pairs are filtered to find good matches using
technique described in [17]: first, the minimum distance (min) is found from all mat-
ches, and then all distances that are bigger than® 2 % min are discarded. If the amount
of keypoints in a set containing found matches is less than 4 (thus, at least four cor-
ners), then operation is repeated for next product vector (Py1), in other case the
product is detected, marked by product code and added to result set R. Finally a ho-
mography is found using a well-known RANSAC [18] algorithm using pairs of key-
point matches and then perspective matrix transformation of vectors is performed. If
the transformed polygon is not convex, then the object is not added to the result set
R. The image is scanned using a window to correctly find all copies of the product
packages. If the KNN-2 would be performed on the whole image, only one copy of
the product package would be detected®. When product is detected in the original
image, all the keypoints that are inside a product’s box in the transformed perspective
are removed from the original set W,; of keypoints descriptors. Still, this could lead
to over-detection. Detected areas have to be checked for such situation and repeated
detections filtered out, this is described in section 4.3.

Keypoint matching can be improved for example by supervised learning [19]. In
this study it was not necessary, as the results for the presented purpose are satisfac-
tory.

4.3 Over-detection

With the procedure described above it is possible that some products recognised in
aresulting set R will be repeated. To solve that, product box areas that are overlapping
by more than 75% are examined. Note, that the resulting transformed box is in fact
a trapeze (a polygon). Combinations of two polygons from the set R are considered
for removal. To find overlapping parts of two polygons a Yu-Peng Clipper [20] al-
gorithm is used to calculate intersection of the polygons. If the intersection area size
is bigger than a mean area size of two candidate polygons, then the smaller polygon
is removed from the resulting set R. Thus, at the end all over-detected polygons are

4 The k=2 in KNN is suggested by J. Beis and D. Lowe in their Best-Bin-First (BBF) algorithm [16]

5 This parameter was set empirically. In the literature different parameters for this distance can be
found.

6 Actually it’s possible to construct an algorithm that will avoid a sliding window. Author is working
on a solution of this problem
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removed. Yu-Peng Clipper algorithm is not perfect and in very rare scenarios it can
fail [20], but the speed gained in a whole procedure is crucial and that can be accepted
in a mobile environment.

A flowchart diagram of the whole algorithm is presented in Figure 1 for one
image class variant. Different training image classes are reocognised iteratively, for
each training image a movement of sliding window is repeated.

5. Selecting the keypoint detector algorithm

It is very important to select proper keypoint detector algorithm depending on run
time and image conditions. Considering, that the whole procedure will be run in
a mobile environment with limited resources, the selected algorithm must be robust.
Thus, the speed and run time of the algorithm is favored over the accuracy, but from
the other hand high accuracy also must be achieved. The keypoint detector is most
crucial part of the whole procedure, as it’s the most computation exhaustive part.
Other crucial factor is keypoints descriptors comparator. For SIFT and SURF algo-
rithms it’s a kNN algorithm (see section 4.2), however for the BRISK algorithm the
simple brute-force with hamming distance algorithm was used.

5.1 Methods and results

To select the keypoint detector algorithm, a database of images was created. Author
captured 20 good defined covers and logos of different medicines using a mobile ca-
mera, that was marked as a learning set. In addition real-life images were captured
(test images). These images presented many different medicines in different condi-
tions (rotated, scaled and in different lighting conditions). On one test image up to 20
different medicine packages were visible, some packages also repeated. In addition,
some images were not consisting any image from the learning set. Such database was
evaluated using algorithms described in previous sections, but in addition tests with
additional image filtering were performed (in particular, histogram normalisation).
The first test was performed as follows: on the original learning image a keypoint
detector algorithm was run, keypoints descriptors were stored in a resulting set Rj.q/n
together with their position (x,y) on the image. That image was further processed
and altered: scale was changed to a factor of (0.1, 10.0) with a step of 0.1, image was
rotated and additional black frame was added around the image (rotated by a step of
15° from 0° to 360°), a gaussian random noise was applied (Zes (X,y) = Iprig(x,y) +
random) from 10 to 300 with a step of 10, and lightness was altered (I (x,y) =
Lorig(x,y) + lightness) from -50 to 50 with a step of 5. After applying changes to
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Figure 1. A flowchart diagram presenting the whole procedure from sections 4.2 and 4.3 for one image
class.
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the image, whole procedure described in section 4.2 was performed: on a new image
keypoints were detected, keypoints pairs were found and homography was calculated.
Having a new homography, the image was transformed back to origins: perspective of
altered image was transformed by inverse of homography calculated. In overall that
procedure moved all keypoints from altered image to positions that correspond with
original learning image. For a perfect keypoints detector, all keypoints (K,;;) from
original image should have exactly the same positions as the transformed-altered
keypoints. Thus, one can calculate a ratio how many pairs of keypoints (from original
image and altered image) are exactly positioned. If distance of two keypoints from
one pair was higher than 5 pixels, then such pair was discarded (keypoints do not
,Hfit”), number of correctly positioned keypoints Ky; was increased otherwise. To
calculate the ratio, a number of keypoints Ky; is divided by a number of all keypoints
Kai.-

On each image from original learning data set a test procedure was run, result
ratios and times needed to perform the test were recorded. Then, a mean, standard
deviation, max and min was calculated from recorded ratios of all images for each
parameter change.

Results are shown on Figures 2, 3, 4 and 5. Lines are added to increase readabi-
lity, the ratio was tested only in certain data points.

b

e

Figure 2. Mean Correct Keypoints Ratio (on the left) and algorithm run time in milliseconds (right)
after changing scale (from 0.2 to 10, step of 0.1).

Another, global check was performed. In this test, all parameters (ratio, scale,
noise, intensity) were changed iteratively, and all combinations of these parameters
values for all images were checked. For each combination a result ratio and time was
obtained. Comparison of the algorithms are presented in Table 1.
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Figure 3. Mean Correct Keypoints Ratio (on the left) and algorithm run time in milliseconds (right)
after applying rotation.

Figure 4. Mean Correct Keypoints Ratio (on the left) and algorithm run time in milliseconds (right)
after applying gaussian noise.

The mean ratios are very small due to the fact that it’s a comprehensive test
that includes all possible image amendments, that also included a huge noise and al-
most zero-lightness for hundreds of tests - thus giving a small result mean ratios (that
amended images are not readable also by humans). These are not real-life scenarios
and were provided here only for artificial comparison of the algorithms, but surpri-
singly some algorithms overperformed others even in such low-quality images. The
key in this table is comparison of algorithms performance in terms of speed, but also
subtle difference in recognition ratios can be spotted.

From the calculated results the BRISK algorithm outperforms SIFT and SURF
in terms of computational speed. The difference is huge, however the cost of com-
putations has been replaced by lowest detection ratio. Nevertheless, the ratio is still
satisfactory, and it is lower only by a fraction from the best algorithm in this field
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Figure 5. Mean Correct Keypoints Ratio (on the left) and algorithm run time in milliseconds (right)
after amending pixels intensity.

(SIFT). Considering, that the overall procedure matches hundreds keypoints at once,
and in fact only few of them are necessary to properly recognise the product, then it is
obvious that the BRISK algorithm is a choice for the problem described in this paper.
Not only, the robustness of BRISK allows it to be run in a mobile environment, but
also good keypoints matching ratios are satisfactory. If more accuracy is needed, the
SUREF algorithm also performs in acceptable speed.

Table 1. Comparison of keypoint detector and matching algorithms. Table shows ratio of correct key
points (the higher the better), and calculations time (the lower the better).

Ratio Time (in ms)
mean [ o [ min [ max mean [ o [ min [ max
BRISK 0.1904 0.1386 0.02 1.0 22.4 39.0 1.1 239.7
SIFT 0.2297 0.1709 0.02 1.0 7442 | 1188.9 | 59 4856.3
SURF 0.2173 0.1332 0.02 1.0 4299 | 639.6 32 2710.5

Algorithm

Examples of the final result of whole recognition procedure is shown in Figure 6.
The reference, learning image is shown on the picture below the testing image. The
lower detected box in testing image is slightly different, it’s height is bigger than
original learning image.

Complexity of the whole recognition procedure mainly depends on the amount
of detected keypoints in the captured image. If the image is complex, the more key-
points are detected. Bigger amounts of keypoints cause a reduction of recognition
speed, due to the fact that all these points have to be compared with all keypoints
from training images. Also, the amount of training images is a key factor of the reco-
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gnition time for the same reason. Other parameter that counts up to the recognition
time is image divider (d) value. Example values of the recognition times of real-life
images, running the whole procedure on iPad’ mobile device and SURF keypoints
detector, are presented in Table 2.

The memory footprint however is not an issue in this scenario. Amount of key-
points is not big, for real-life images this does not exceed several kilobytes in size,
thus considering size of nowadays mobile phones memory it is just a fraction that can
be omitted.

Nevertheless, further study is needed to correctly define the impact of these fac-
tors on the whole recognition procedure times.

Table 2. Example real-life images recognition times in ms depending on image complexity (# of keypo-
ints detected) and startup image-divider d, using SURF keypoint detector, running on iPad device. The
amount of images in training database is 7.

limageresolution # of keypoints ‘ d=1 ‘ d=2 ‘ d=4 ‘ d:8‘

1000x800 1,487 1,074 | 3,961 | 9,966 | 23,987
1000x865 1,662 2,009 | 4,006 | 8,993 |22,929
750x759 1,832 1,991 | 4,003 | 10,035 | 27,288
1000x800 1,868 2,025 | 4,963 | 10,987 | 28,044

6. Conclusions

The problem of proper recognition and counting products or visible branding logos
in user surroundings can be solved by the algorithm from section 4.2. Shapes, re-
presenting branding logos, are detected using SURF or BRISK algorithm with very
good rate, it’s low computation time allows the user to run it on a mobile device, such
as mobile phone. Proper and fast keypoints matching adds for the user possibility to
capture the image in different angles and light intensities, without any calibration.
However, it is still necessary to perform further study of the performance of this al-
gorithm in a real-life scenarios and images.
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| Linex
|

Figure 6. Example recognition marked by gray lines (top) of the reference image (bottom). Both two
boxes were detected on the testing image.
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AUTOMATYCZNE ROZPOZNAWANIE WIELU MAREK
W OBRAZACH NA URZADZENIACH MOBILNYCH

Streszczenie: Widoczno$¢ produktu na péice jest waznym zadaniem nowoczesnych zasad
marketingu. Bardzo czgsto firmy maja umowy ze sprzedawcami, ze konkretny produkt be-
dzie widoczny na pétce w okreslonym procencie w stosunku do innych widocznych pro-
duktéw. To banalne zadanie sprawdzenia liczby produktéw lub widocznych logo marki,
jest wykonywane rgcznie przez bieglego rewidenta, ktéry sprawdza, czy warunki umowy
sa spetnione. Nie istnieje tatwy, mobilny mechanizm pozwalajacy w prosty sposéb poli-
czy¢ zdefiniowane produkty, ktére sa widoczne w otoczeniu uzytkownika. Taki scenariusz
moze jednak zostac osiagnigty przy uzyciu nowoczesnych telefonéw komoérkowych. Za po-
mocg kamery mozna uchwyci¢ obrazy otoczenia, a nastgpnie wykorzysta¢ moc obliczeniowa
urzadzenia mobilnego do wykrywania produktéw na obrazach, by finalnie obliczy¢ ilo$¢
widocznych produktéw. W tym celu detektory punktéw kluczowych w obrazach (np. algo-
rytmy SIFT, SURF lub BRISK) sa wykorzystywane do tworzenia bazy danych obrazéw pro-
duktéw, a wyodrebnione deskryptory punktéw kluczowych sa przechowywane. W nowym
obrazie punkty kluczowe znajdowane sa przy uzyciu tego samego detektora, ale aby unik-
naé problem wykrywania wielu identycznych punktéw kluczowych, obraz jest podzielony
i analizowany stosujac przesuwne okno. Punkty kluczowe znajdujace si¢ wewnatrz okna sa
wyodregbniane i sg rozwazane jako kandydaci wystegpujace na obrazach treningowych. Przy
wystarczajacej ilosci potwierdzonych punktow obliczane jest przeksztatcenie perspektywy
ijesli wykryte rogi sa prawidlowo uksztattowane to produkt jest oznaczony jako rozpoznany.
W tej pracy zostanie zaprezentowany algorytm, ktéry umozliwia w Srodowisku mobilnym
rozpoznawanie oraz liczenie widocznych produktéw w otoczeniu uzytkownika.

Stowa kluczowe: monitoring produktéw opakowan logo rozpoznawanie detekcja punktow
kluczowych urzadzenia mobilne

Artykut zrealizowano w ramach pracy badawczej MB/W1/3/2012 oraz S/W1/1/2013.
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